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RESPONSE TO THE LAW COMMISSION’S ISSUES PAPER ON REMOTE
DRIVING

Please note that this response has been reproduced from information entered on the
Citizen Space online portal.

Any personal email addresses and phone numbers have been excluded from this
document. Unanswered questions have been deleted from this document.
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About you

What is your name?

Rosie Beacon

What is the name of your organisation?

Tony Blair Institute for Global Change

Are you responding to this consultation in a personal capacity or on behalf of your
organisation? (Please select only one item)

Personal response ☐

Responding on behalf of organisation ☒

Other ☐

If other, please state:
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Chapter 5: The safety challenges of remote driving

Q6: We have identified that any system to regulate beyond line-of-sight driving needs
to consider the following:

(1) the adequacy of the communication network;

(2) cybersecurity;

(3) workstation layouts;

(4) staff training;

(5) staff health, fitness and vetting;

(6) staff attention and rest periods; and

(7) incident protocols.

Apart from the above, are there any additional challenges to consider?

Yes ☐ No ☐    Other ☐

Please expand on your answer

It is important to take a more holistic approach to the challenges inherent in
regulating line-of sight driving. From the cybersecurity at the components in the
system to the actual performance of the system as a whole.

At the component level, sensor spoofing or deliberate manipulation of signals to
trick a driver are a source of increased risk in remote driving, since the driver is
reliant on them for basic performance. If a backup camera fails for a typical driver it
can be easily remedied but it has serious consequences for a remote driver.
Ensuring that all of the components are secure by design will be key to securing the
entire system.

Visualising the performance and interaction of the parts of the entire system and not
just these focus areas individually is critical. Minor issues in each of these areas
can compound into broad system wide challenge or failure. For example, significant
delay or lag in response time by a driver to a potential incident can be a result of
compounding factors:

- Faulty communications networks can cause lag in signals

- Cyber attacks can corrupt signals or delay commands between the driver and car

- Overtired or distracted workers can be slower to respond

Remote driving requires a slimmer margin for error in any one of these areas, since
issues can propagate through the whole system. Understanding the interplay of
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potential problems and the risk for compounding error is important to safe-guarding
the systems.

Q7: If remote driving fails (through loss of connectivity, for example), how
sophisticated would a risk mitigation system need to be?  Would it effectively need to
be an automated driving system, and regulated as such?

Please share your views below

Risk mitigation in the case that remote driving fails largely distils down to two key
steps: (1) detecting a failure and (2) taking an action to address risks.

There are varying levels of sophistication that risk mitigation can take at both of
these stages.

1. Failure Detection

Remotely operated vehicles will need the capacity to detect failures in order to take
proper action. Certain failures, such as loss of communication signal to the remote
driver or the loss of a sensor stream like one of the primary cameras can be
relatively straight forward to identify with current technological solutions. More
complicated failures, however, could require more complicated monitoring systems.
A cyber attack that spoofs sensor feeds (i.e. sending incorrect data), for example,
could be difficult to identify until it’s too late. Understanding the key risks and how to
identify them is a pivotal step in mitigating risks. Additionally, drivers have more
limited resources at their disposal to detect potential incidents or impending failures
– leveraging technology to make remote driving more similar to traditional driving,
such as microphones to push through road noises or haptic feedback systems can
improve the ability of a remote driver to detect problems.

1. Taking Action

The simplest mode of action would be to stop the vehicle. In many driving
conditions, this is often a sufficient course of action, but it can also be dangerous.
[According to an NHTSA
study](https://www.nhtsa.gov/sites/nhtsa.gov/files/analyses20of20rear-
end20crashes20and20near-crashes2028dot20hs208102084629.pdf), rear end
crashes are the most common type of crash in the US, with 44% of rear end
crashes being caused by “decelerating in traffic lane.” Unnecessary breaking due to
remote driving failures has the potential to increase the likelihood of crashes.
Autonomous vehicle testing already in place is a great example of this. [According
to CA DMV crash reporting](https://www.mdpi.com/2071-1050/13/14/7938),
autonomous testing cars have been rear-ended at a significantly higher rate than
conventional cars, likely due to excessive braking.

Just braking can be a significantly high-risk manoeuvre, especially at speed; having
more sophisticated or partially automated methods for risk mitigation
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can help attenuate the potential impact of a failure. Thinking about environment and
operational considerations is important when determining appropriate risk mitigation
strategies.

Automatic Emergency Braking (AEB) and other systems that have advanced
sensing to prevent potential collisions should be employed to mitigate the degree of
damage a failure can cause. More complex Advanced Driver Assistance Systems
(ADAS) can also be leveraged to sustain vehicle performance in the event of
failures such as a temporary loss of communications. These would need to be
regulated as such and ensure that they are secure by design from the cyber
security perspective.

Other operational tools can be used to help communicate remote driving failures to
other drivers on the road, such as lights or signage to signal teleoperation or the
failure of remote driving capabilities. Combined with educational resources, these
tools can help make other drivers aware of potential issues.
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