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RESPONSE TO THE LAW COMMISSION’S ISSUES PAPER ON REMOTE
DRIVING

Please note that this response has been reproduced from information entered on the
Citizen Space online portal.

Any personal email addresses and phone numbers have been excluded from this
document. Unanswered questions have been deleted from this document.
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About you

What is your name?

Verona Hulse

What is the name of your organisation?

NCC Group

Are you responding to this consultation in a personal capacity or on behalf of your
organisation? (Please select only one item)

Personal response ☐

Responding on behalf of organisation ☒

Other ☐

If other, please state:
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Chapter 2: What is “remote driving”?

Q1: Do you agree with the following tentative definitions?

(1) A driver is an individual who performs all or any of the following tasks:

(a) steering (lateral control);

(b) braking, removing a brake, or accelerating (longitudinal control); or

(c) monitoring the driving environment with a view to responding to objects
or events by exercising lateral or longitudinal control (provided that this
activity is safety critical)

Yes ☐ No ☐    Other ☒

(2) A remote assistant is not a driver if they do not exercise direct longitudinal or
lateral control, but only advise an automated driving system to undertake a
manoeuvre.

Yes ☒ No ☐    Other ☐

(3) For the purposes of this project, a “remote driver” is a driver who is outside the
vehicle and who uses some form of wireless connectivity to control the vehicle
(covering both in or beyond line of sight). Do you agree?

Yes ☐ No ☐    Other ☒

Please expand on your answer

NCC Group is delighted to have the opportunity to engage with the Law
Commission and offer our expertise as a UK-headquartered global cyber security
and software resilience business.

NCC Group’s mission is to make the world safer and more secure. We are trusted
by more than 14,000 customers worldwide – including some of the largest firms in
the automotive industry – to help protect their operations from ever-changing cyber
threats. Indeed, we have a dedicated Transport Practice whose Global Director
regularly shares his views and insights into emerging and future risks and
opportunities (https://www.mynewsdesk.com/nccgroup/news/ncc-group-uncovers-
bluetooth-low-energy-ble-vulnerability-that-puts-millions-of-cars-mobile-devices-
and-locking-systems-while, as a leading expert in this space, NCC Group’s Senior
Security Consultant Dr Liz James serves as Vice-Chair of techUK's Intelligent
Mobility and Transport Steering Board. Recognising the increasing convergence of
cyber security and safety in the connected world, we recently announced the
acquisition of Adelard – a well-established UK computer system safety advisory
business – extending our risk management service offering in the field of safety
critical systems.
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In support of our mission, we continually invest in research and innovation as an
intrinsic part of our business model to match the rapidly evolving and complex
digital environment. Indeed, in FY2021, we delivered 3,400 research days. The
security of connected technologies is one of our core research specialisms. For
example, earlier this year, our researchers identified a vulnerability in Bluetooth Low
Energy (BLE) used by cars with keyless entry, which would enable hackers to
unlock, start and drive a vehicle using cheap off-the-shelf hardware
(https://www.mynewsdesk.com/nccgroup/news/ncc-group-uncovers-bluetooth-low-
energy-ble-vulnerability-that-puts-millions-of-cars-mobile-devices-and-locking-
systems-We have also published a white paper on the cyber threats facing the
connected car and intelligent transport ecosystem
(https://research.nccgroup.com/wp-content/uploads/2020/07/latest-threats-to-the-
connected-car-and-intelligent-transport-ecosystem.pdf); and have many years’
experience researching the safety and security of smart cities, working with leading
UK universities to understand how we architect, implement and operate smart city
designs that are secure by design and safe.

Response to Question 1

While the offered definitions provide a helpful starting point, we note that the UK
Civil Aviation Authority, in partnership with global counterparts, has already
undertaken significant work to establish a regulatory framework and clear definitions
for remote operation of unmanned aerial vehicles (UAV) (which has, to date, proved
to be an effective regime). Given the clear parallels between remote driving and
remote operation of UAVs, as well as the potential for their interaction in a future
transport system, we do believe that the legal definitions should be aligned as far as
possible. Indeed, the CAA definition of a “remote pilot” – an individual who (i)
operates the flight controls of the small unmanned aircraft by manual use of remote
controls, or (ii) when the small unmanned aircraft is flying automatically, monitors its
course and is able to intervene and change its course by operating its flight controls
– could be easily adapted to a “remote driver” of road vehicles. This definition,
adapted to road vehicles, would also account for times where a driver is using the
remote vehicle controls from inside a vehicle (e.g. they are sitting in the back seat).
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Chapter 3: the current law: construction and use

Q4: We seek views on whether any particular construction and use provisions should
be maintained in the interests of safety, even for trials and demonstrations.

Please share your views below

While we do not offer a view on the practical applications of the regulations under
consideration, we would highlight that should Regulation 110 be removed,
provisions must be established to ensure that remote drivers are not using a hand-
held device (e.g. scrolling through Facebook) when remotely driving a vehicle, other
than for the purposes of driving or operating the vehicle.
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Chapter 5: The safety challenges of remote driving

Q6: We have identified that any system to regulate beyond line-of-sight driving needs
to consider the following:

(1) the adequacy of the communication network;

(2) cybersecurity;

(3) workstation layouts;

(4) staff training;

(5) staff health, fitness and vetting;

(6) staff attention and rest periods; and

(7) incident protocols.

Apart from the above, are there any additional challenges to consider?

Yes ☐ No ☐    Other ☒

Please expand on your answer

The risk landscape

We are pleased that the Law Commission has identified cyber security as a key
factor that must be addressed in any future regulatory framework. The increasing
complexity of connected vehicles, as companies incorporate new technologies,
means that the attack surface is growing, with connected vehicles targeted in three
primary ways:

 Data breach: Threat actors can access a wealth of sensitive information –
e.g. personal data in infotainment systems – or mount industrial espionage
attacks to gain access to intellectual property, stored on other specialist
embedded computers.

 Safety: As the Commission highlights, remotely-driven vehicles present very
real safety risks. If hackers access safety-critical components such as
steering, braking, acceleration or airbag deployment, or the components that
control these, this could potentially result in injury or death. The automation
of vehicles further complicates the safety risk landscape, as malicious actors
can take control of driving automation systems, potentially without drivers
and operators realising. As such, strong cyber security should be seen as a
prerequisite to safety because, ultimately, we cannot make assurances
about the safety of systems that we do not control.

 Ransomware: This would likely involve displaying messages on the screens
of connected vehicles, convincing the driver (or remote driver) that hackers
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have taken control of the vehicle’s safety-critical systems (even if this is
false) and demanding money to restore the safety of the vehicle.

 Establishes the roles and responsibilities of the various actors that play a
part in a remotely-driven vehicle’s supply chain and lifecycle. Who is
responsible for the safety and security of the vehicle? Is it the manufacturer,
the software developer, the current owner of the vehicle, the previous owner
of the vehicle, the MOT provider, the ERDO (see below), and/or the remote
driver? The lines of responsibility are often blurred, meaning that, in our
experience, no one party takes ownership of the security/risk of a system.
The assumption that another organisation in the supply chain is responsible
for ensuring a system is secure and resilient is – in our experience –
commonplace (but ineffective), and further clarity is needed.

 Defines the UK’s risk appetite. Remote driving will never be zero risk if we
wish to pioneer their development, and crucially, deployment. As such, the
UKshould define its risk appetite so the red lines with regards to remotely-
driven vehicles and their security, safety and resilience are known.

 Encourages organisations to move beyond a ‘tick-box’ approach to
compliance toward embedding a true understanding of the cyber security
and safety risks presented by remote driving, promoting continuous
mitigation throughout the product design, development, and post-market
lifecycle. This should include the development of technical guidance and
mandated regular and independent assessments of vehicles’ realworld
resilience and ability to withstand incidents and shocks across the
technology ecosystem. Further, we should not reinvent the wheel. There are
already a myriad of existing regulations, standards and frameworks that can
be built upon. These include (but are certainly not limited to) the
aforementioned UN Regulations, as well as ISO/SAE 21434.

 Aligns with the Government's broader approach to regulating connected and
self-driving vehicles, as well as other core regulatory regimes aimed at
managing safety and security in a connected world. Connected vehicles do
not operate in isolation; rather, they form part of the cyber-physical
infrastructure that is increasingly prevalent in daily life, from smart cities and
smart road infrastructure to electric vehicle charging and mobile and other
consumer devices that interact with vehicles (e.g. to enable remote driving,
or, perhaps in future, to help identify pedestrians and other road hazards).
The Government is regulating to embed ‘secure by design’ principles and
best practice cyber security and safety assurance across the connected
world, including but not limited to mobile apps, consumer connected
devices, smart cities, electric vehicle charging, and other smart energy
devices. In doing so, it must take a holistic view of the connected world, and
consider how each regulatory regime will interact with one another.

 Equips the UK’s vehicle certification agencies with the resources and skills
to effectively enforce the adoption of safety and security standards. While
there have been efforts to upskill agencies’ workforce, there remains a
significant cyber security skills gap across the agencies which will only get
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worse as automotive technologies evolve. In the short term, the Government
should consider whether drawing in external expertise is needed to plug the
skills gap.

 Ensures remote drivers are equipped with the knowledge and skills they
need to operate vehicles, through a tailored UK driving test.

 Considers how new and evolving vehicle technologies will interact with
legacy vehicles and other road users that will continue to be present on the
UK’s roads for the foreseeable future, building a regulatory regime that is
inclusive of all road users.

 Is globally aligned. The UK should avoid creating domestic cyber security
regulations that are not aligned to international standards. Given the size of
the UK market, and the ever-increasing complexity of international supply
chains, divergence from global standards is likely to create unnecessary
administrative burdens for organisations as they seek to navigate differing
regimes and put the UK at a competitive disadvantage. Instead, the UK
should be at the forefront of the standardisation of connected vehicles
globally, particularly given the risks associated with the proliferation of
insecure components imported from (e.g.) China which could undermine the
integrity of systems/vehicles. In addition, driving global standards creates
opportunities for UK-developed and protected intellectual property to be
adopted, and ensures interoperability across the global supply chain

Wider legislative framework
Security vulnerability research plays a critical role in ensuring the cyber security (and, as
we have outlined, the safety) of connected vehicles such as those which can be remotely
driven. This is where cyber security researchers identify vulnerabilities in products and
work with manufacturers and vendors to fix them, before malicious actors are able to
exploit them for nefarious purposes. For example, where NCC Group’s researchers
identified the aforementioned vulnerability in Bluetooth Low Energy (BLE), before issuing
the research publicly, we responsibly disclosed the details of the products tested to the
manufacturers (including Tesla) and discussed mitigation approaches with the Bluetooth
Special Interest Group (SIG). The UK Government recognises the important role
vulnerability research plays – for example, the Product Security and Telecoms
Infrastructure Bill will mandate that manufacturers of consumer connected devices must
have a vulnerability disclosure policy in place, that enables researchers to report these
vulnerabilities. However, the Computer Misuse Act 1990, which was written over three
decades ago and remains the primary law governing cybercrime in the UK, inadvertently
criminalises a significant proportion of the type of vulnerability research cyber security
professionals are capable of carrying out. This is because the Act, as it is currently written,
blanketly prohibits all unauthorised access to computer material, irrespective of intent or
motive. It means that researchers can face legal action for reporting a vulnerability to an
organisation, even if the affected organisation has a vulnerability disclosure policy in
place. We believe this undermines the Government’s aims to encourage greater
vulnerability reporting, and that it should take a more holistic look at its cyber security laws
and policy to ensure that they are fit for purpose. Specifically, the Computer Misuse Act
should be updated to include a statutory defence – as a matter of urgency – to put in law a
basis from which cyber security researchers can defend themselves where they undertake
legitimate cyber security activities.



9

Chapter 6: Remote driving from abroad

Q9: Should remote driving on roads in Great Britain from outside the UK be
prohibited?

Yes ☒ No ☐    Other ☐

Please expand on your answer

Initially, yes. Given the safety risks of remote driving, the ability to effectively
enforce the new regulatory standards will be critical to the success of remote
driving. Over time, cooperation agreements could be reached with the UK’s allies
that would allow remote driving to take place from outside the UK.
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Chapter 9: Short-term reform

Q12: Should any provisions of the CCAV Code of Practice relating to remote driving
be added to the Highway Code?

Yes ☒ No ☐    Other ☐

Please expand on your answer

Given the risk landscape we have outlined under question 6, we would welcome the
inclusion of the CCAV Code of Practice provisions on safety, data protection and
cyber security in the Highway Code. However, in doing so, it will be important for
policymakers to develop detailed technical guidance to support compliance, as well
as mandated regular and independent assessments of vehicles’ real-world
resilience and ability to withstand incidents and shocks across the technology
ecosystem. Further, as we have outlined, there are already a myriad of existing
regulations, standards and frameworks that can be built upon.
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Chapter 10: Regulation in the longer term

Q14: To distinguish clearly between organisational and individual responsibilities,
should the organisation behind remote driving be referred to with new terminology, as
an Entity for Remote Driving Operation (or ERDO)?

Yes ☒ No ☐    Other ☐

Please expand on your answer

We support the establishment of ERDOs, given the remote drivers do not have full
control of the safety of a vehicle. However, the responsibilities of the individual
drivers, and the rules they must follow, must also be established (e.g. not using a
hand-held device (e.g. scrolling through Facebook) when remotely driving a vehicle,
other than for the purposes of driving or operating the vehicle).

Q19: Should an ERDO be under a duty:

(1) to ensure that the driver is able to drive safely by: ☒

(a) taking reasonable care that connectivity is suitable;

(b) ensuring that in the absence of connectivity or driver input, the vehicle
comes to a safe stop;

(c) providing suitable work-stations; and

(d) maintaining suitable training, vetting, health checks, working hours and
breaks;

(2) to maintain the vehicle (including software updates and cybersecurity); ☒

(3) to check that any load is safe and secure before that journey starts, and ensure
that the number of passengers does not overload the vehicle; ☐

(4) to insure the vehicle; ☐

(5) following an incident, to provide information to other road users, the police and
the regulator; ☐

(6) not to impede traffic flow by (for example) ensuring that vehicles are not left in
inappropriate places; ☐

(7) to check the route and pay any tolls and/or charges; ☐

(8) to respond to the regulator’s requests for information about the safety of remote
driving; and ☐
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(9) any other duties not mentioned above? ☐

Please select all duties which an ERDO should be under (more than one duty can be
selected).

Please expand on your answer

We agree that ERDOs should have a duty to ensure the driver is able to drive safely
and to maintain the vehicle (we have not commented on the remaining duties as
this is outside our area of expertise). In establishing these duties, policymakers
must clearly define the responsibilities of other parties in the supply chain, including
(but not necessarily limited to) software developers, vehicle manufacturers, MOT
providers etc.

Q22: Should the regulator have powers to inspect remote operation centres, both in
the event of a problem and more generally?

Yes ☒ No ☐    Other ☐

Please expand on your answer

The regulator and enforcement agencies need the powers, as well as the resources
and skills, needed to effectively enforce the adoption of safety and security
standards.
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