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Law Commission consultation on remote driving: response by the Motor Insurers’ Bureau (MIB) 

Introduction 

The MIB, established as a not-for-profit organisation in 1946, compensates victims of accidents 

involving uninsured and untraced drivers under agreements with the Department for Transport 

and aims to reduce the level and impact of uninsured driving in the UK. We are funded by all 

premium paying motorists via a levy on UK motor insurers. The annual levy for 2022 is £477m. Our 

claims handling experts manage more than 25,000 claims every year and seek to settle the claims 

for innocent victims fairly and promptly. We manage the Motor Insurance Database, a central 

record of more than 40 million vehicles in the UK which is used by the police to identify and seize 

vehicles being driven without insurance. We play an instrumental role in the operation of the 

Continuous Insurance Enforcement (CIE) scheme, working alongside key insurance industry bodies, 

the Government, police and the DVLA. The CIE makes it an offence to keep a vehicle without 

insurance: the process links vehicle registration data with records of motor insurance to establish 

whether a vehicle is insured. The MIB also acts as the UK Green Card Bureau and Information 

Centre for cross-border motor insurance. 

We respond to questions under the following Chapters: 

Chapter 2: WORKING DEFINITION OF A REMOTE “DRIVER” 

MIB response Agree broadly with the tentative definitions in para 2.39, but believe there is scope 

for uncertainty and confusion between definitions 2 (remote assistant) and 3 (remote driver). 

Suggest more precision in the wording of (2) to make the distinction clearer between “advising” an 

ADS to do something and overruling by remotely taking over control from the ADS (even for an 

instant), in which case the assistant’s role would change to that of driver or remote driver. One 

possibility might be to combine definition 2 with already accepted terminology and use the term 

“remote user in charge”. 

This is an important consideration for the MIB because it will be critical to determine whether, at 

the exact point of any accident involving an uninsured vehicle, the driver/remote driver or the ADS 

was in control. 

Chapter 4: CIVIL LIABILITY - THIRD PARTY MOTOR INSURANCE 

MIB response Agree that both the remote driver and the ERDO (Entity for Remote Driving 

Operation), as their employer with vicarious liability, must be insured. Accident victims should have 

recourse to compensation through a single point – i.e. the insurer – and should not be faced with 

the more complex challenge of having to seek compensation from the ERDO. However, the MIB 

would find it unacceptable if the design of the compensation regime for remote driving were to 
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expose the MIB to potentially unbounded strict liability in respect of the uninsured use of remotely-

driven vehicles. 

The consultation paper talks, in Chapter 6, of the difficulties for the police of investigating the full 

circumstances an incident on UK roads caused by a remote driver based in a foreign country. Similar 

problems could well occur even when the remote driver is based in the UK, possibly hundreds of 

miles away from the scene of the incident. For instance, if driving under the influence of alcohol or 

drugs is suspected the police are unlikely to be able to apprehend the remote driver in time to 

conduct the necessary tests. Remote drivers may therefore evade justice in circumstances where a 

driver who was present at the scene of the incident would be unable to. The full potential 

implications of this should be taken into account when deciding whether to allow remote driving.    

The MIB would act as guarantee fund and handle compensation claims in the event that the vehicle 

was (a) uninsured and (b) being driven remotely in non-automated mode when the accident 

occurred. In such cases, it is essential that MIB should have right of recovery against both the ERDO 

and the remote driver.  

If the vehicle ADS was in control, however, as things stand under the AEVA the MIB would have no 

role as guarantee fund and victims would potentially have no route to compensation.  

Chapter 5: THE SAFETY CHALLENGES OF REMOTE DRIVING 

MIB response It is difficult to see how a vehicle which is not automated could safely be driven 

remotely in road conditions that are often complex and challenging. The vehicle will lack the ability 

that autonomous vehicles (AVs) have to sense the environment around them and take appropriate 

action which may include bringing the vehicle to a stop in a “safe harbour” situation if connectivity 

with the remote driver is lost. As 100% connectivity cannot be guaranteed in all circumstances, this 

in itself would make remote driving on roads of non-automated vehicles inherently unsafe.  

As the consultation paper mentions, there are also many other factors to take into account in 

relation to the driving experience of someone out of sight of a non-automated vehicle and relying 

on a screen and mouse/joystick to control it, compared to the full sensory experience of a driver 

inside the vehicle, which must call into doubt whether such remote driving could ever be safe. The  

instincts of an in-vehicle driver reacting to a wealth of fleeting sensations, for instance a movement 

caught in peripheral vision or the sound of something out of sight – and the direction from which it 

comes – can surely never be replicated remotely. Even smell can alert the driver to a situation that 

requires reaction – for instance a safety-critical fault such as an engine fire in the vehicle itself. 

Some aspects of weather and road conditions, such as side-winds and slippery surfaces, will cause 

in-vehicle drivers to drive more cautiously but may not be sensed by remote drivers. 
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Remote driving of AVs may be appropriate in certain limited circumstances, particularly as a safety 

back-up when no user-in-charge is present in the vehicle. It is notable that the international 

examples of remote driving legislation identified in Chapter 8 of the consultation paper are 

overwhelmingly designed to permit this limited function only. This points to a consensus that non-

automated vehicles should continue to be controlled by a licensed driver who is inside the vehicle.  

Trials and demonstrations on private land are of course a different matter, and this is the correct 

context for the development and testing of new technologies. The consultation paper is correct in 

pointing out that remote driving of vehicles that are not fully automated already exists, but as 

shown by the examples given (warehouses, farms and mines) always in circumscribed conditions on 

private land; such uses may be covered by employers’ liability insurance along with public liability 

insurance. 

Despite the views expressed above, there may be a case to be developed for vehicles that are not 

automated to be driven remotely under permitted trials in certain public places with much less 

challenging conditions than ordinary roads, in which case Motor Third-Party Liability (MTPL) 

insurance would be necessary. For example, the authority in charge of a public park may wish to 

operate patrol or service vehicles remotely and it may be possible to do this safely under strictly 

defined limits such as vehicle speed and weight, and with geo-fencing to ensure that vehicles stay 

within a designated operational driving domain.  

The consultation paper talks of the need for specific, targeted training for remote drivers. In line 

with this, there should be a new specific category of driving licence for remote driving. It might be 

necessary to require, in addition, the holding of a full clean licence for a specified number of years 

along with documented in-vehicle driving experience to prevent the employment of novice drivers. 

CYBERSECURITY AND TERRORISM 

MIB response As we detailed in the MIB’s response to the Law Commission’s third consultation on 

AVs (copy attached), there are many easily imaginable, disturbing scenarios under which wrong-

doers could take advantage of connected and automated technologies to hack vehicle systems. This 

leads to the possibility of vehicles being controlled and used in terrorist attacks and other forms of 

criminality. The MIB is responsible for compensating victims of any terrorist attacks where a vehicle 

is used to cause injury or death, making this is an area of acute concern.  

The creation of an additional level of connectivity (between the vehicle and the ERDO control 

centre) could potentially provide an easily hackable path into a vehicle’s software. As noted in the 

consultation paper, it may be difficult to ensure that ERDOs put adequate protection against cyber-

attack in place. Robust regulation of ERDOs would be required to enforce best practice and ensure 

that such best practice is maintained and developed to deal with constantly evolving cyber threats. 
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Adequate physical protection of ERDO control centres would also be essential. Careful thought 

needs to be given to this requirement, taking into account the potentially dire consequences of an 

individual or group (possibly armed) taking over a control centre and with it the ability to drive 

remotely any vehicles under the ERDO’s management. 

The consultation paper includes the vetting of ERDO staff as one of the necessary protection 

measures to ensure the safe operation of control centres. This will need to be done thoroughly, 

involving all the relevant agencies. It will also need to be an ongoing process to ensure that staff do 

not, over time, fall under the influence of any terrorist group (or any other form of criminality), 

bearing in mind that such wrong-doers are likely to target ERDOs and their control centres as an 

easy path to remote vehicle control for whatever ends they have in mind. 

The potential for a fleet of remotely driven vehicles under the ERDO’s control - whether through 

malicious systemic hacking of software systems or through a physical invasion and take-over of a 

control centre – raises the possibility of damages being caused on a scale not previously foreseen or 

considered when establishing the current compensation arrangements for victims of a terrorist 

attack using a vehicle. The MIB considers that in light of the very wide potential exposures, it may 

be necessary to consider alternative solutions. Those might involve government guarantees or 

innovative reinsurance approaches modelled, for example, on the protection afforded by Pool Re 

for property terrorism risks. 

Given the very real possibility of the ERDO providing would-be terrorists with an opportunity to 

attack innocent people if they fail to implement an adequate security regime, there should be – as 

an absolute minimum – a mandatory requirement on ERDOs to insure against the risk of terrorism 

through systems hacking or the physical take-over of a control centre and thus the vehicles under 

their management. As indicated above, however, an entirely new arrangement may be needed.  

DATA SYSTEMS 

Remote driving of AVs would involve the use of advanced data systems (hardware and software). 

Although not addressed by the consultation paper, it is an important area which would require 

regulation. This should place a legal obligation on ERDOs to ensure that all remote driving and 

vehicle data systems are kept up to date, uploading safety-critical software updates in a timely 

manner. There should be a protocol to determine the conditions under which the vehicle ADS would 

automatically take back control (e.g. if connectivity with the remote driver is lost). The vehicle 

manufacturer (or ADSE) should be under an obligation to disable the vehicle’s (a) automated, and 

(b) remote functionality (when it is parked in a safe situation) if the vehicle owner or ERDO fails to

install safety-critical software updates. The disabled vehicle could only then be driven as a

conventional vehicle with a licensed driver inside the vehicle.
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From the MIB’s perspective, it would be essential to know whether the  remote driver or the vehicle 

ADS was in control at the time of any accident and to have access to accident-critical data. Such 

data should be separated out from the vast amount of non-relevant data produced during the 

driving operation and stored in secure conditions that prevent any possible concealment or 

adulteration of data by unscrupulous parties. The data would need to be kept for several years, 

possibly indefinitely, taking into account that the ERDO or vehicle controller may go out of business.  

As outlined in the MIB’s response to the Law Commission’s third consultation on AVs (copy 

attached), this all argues for relevant data being sent automatically from the vehicle or the ADSE’s 

server to a national neutral server (a concept under discussion in the UNECE). There should be a 

regulatory framework to permit and control access by all authorised parties involved in the 

different stages of accident investigation and claims handling; these processes often run for several 

years. The authorisation process must include adequate data protection measures.  

Chapter 6: REMOTE DRIVING FROM ABROAD 

MIB response There are no readily identifiable ways of mitigating many of the problems around 

remote driving from outside the UK, and for this reason it should certainly be prohibited. It is 

concerning to note the Law Commission’s conclusion that there is nothing in UK law at present to 

prevent such remote driving in the UK by someone based abroad; this should be brought to the 

Government’s attention as an urgent action point to resolve through regulation.  

Having established that there is no technological reason why remote driving should not be 

performed from a control centre outside the UK, the consultation paper rightly outlines 

considerable potential practical problems on various levels. From the MIB’s perspective an 

immediate, major concern would be the prospect of having to sue defendants (i.e. uninsured drivers 

responsible for causing accidents in the UK) who were based abroad. The consultation paper 

concludes that court action would need to be taken in the jurisdiction where the accident occurred. 

This would entail applying for the extradition of the defendant to the UK from the country in which 

they were based, and there could be no guarantee of success. The MIB would incur considerable 

additional costs and the chances of a successful outcome would be reduced dramatically. As the 

consultation also makes clear, even before this point was reached the chances of being able to 

investigate the full circumstances around an accident in the UK which had been caused by a remote 

driver based in a foreign country, would be minimal. 

An additional potential challenge to consider is the possibility that a driver based outside the UK 

but in the Green Card Free Circulation Area could bring a foreign-based and insured vehicle to the 

UK, place it under the management of an ERDO and drive it remotely from abroad.  
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In theory, the vehicle would have MTPL cover under the Green Card system. Remote driving is not, 

however, foreseen under the Council of Bureaux (CoB) agreements leading to doubt about the 

validity of the cover in practice. This could in turn put the MIB in a situation where it was obliged to 

compensate victims without any prospect of recovering its costs under the usual Green Card 

arrangements. Securing any change to this situation would involve multilateral negotiations under 

the auspices of the CoB, which are likely to be complex, lengthy and without any firm prospect of 

success. 

Chapter 7: THE CASE FOR LEGAL REFORM 

MIB response Agree with the consultation paper’s conclusion that legal reform is needed, in both 

the short and long term, to ensure public safety and the proper regulation of remote driving as an 

emerging technology. Agree broadly with the reforms proposed, although many are not directly 

relevant to the MIB. As with remote driving from abroad, it is concerning to note that there is 

nothing in current UK legislation to prevent an individual or body setting up a remote driving 

operation in the UK; this should be changed urgently through regulation. Support the proposal that 

remote driving should only be allowed if it is overseen by a licensed organisation, which might be 

referred to as the Entity for Remote Driving Operation (ERDO).  

As noted previously, it is important to the MIB that the ERDO should be responsible for ensuring 

that MTPL insurance is in place and should be vicariously liable for any accidents caused by its staff. 

The MIB must have recovery rights against both the ERDO and the driver in cases of uninsured 

driving. Agree with the ERDO responsibilities listed in para 10.13, and would add two important 

requirements: 

A) a requirement to protect adequately against the threat of cyber-attack;

B) a requirement to ensure the physical protection of any ERDO control room.

Given the nature of the threat, and the severe potential consequences of any failure to protect fully 

against it, both requirements should be detailed fully in regulation. 
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