
Response to the Law Commissions’ preliminary consultation on Automated Vehicles 

(Law Commission Consultation Paper 240; Scottish Law Commission Discussion Paper 166)  

 

Please note that this consultation response has been reproduced from information entered on the 

Citizen Space online portal.  

 

Any personal email addresses and phone numbers have been excluded from this document.  

 

Unanswered questions have been deleted from this document.  

 

 

What is your name?  

 

Thomas Hughes 

 

What is the name of your organisation? 

 

International Underwriting Association 

About the IUA: The International Underwriting Association of London (IUA) represents 

international and wholesale insurance and reinsurance companies operating in or 

through London. It exists to promote and enhance the business environment for its 

members. The IUA’s London Company Market Statistics Report shows that overall 

premium income for the company market in 2017 was £26.314bn. Gross premium 

written in London totalled £18.331bn while a further £7.984bn was identified as written 

in other locations but overseen by London operations. The views expressed in this 

response are drawn from comments by representatives of our member companies and 

focus on the wholesale insurance and reinsurance markets. 

 

Are you responding to this consultation in a personal capacity or on behalf of your 

organisation?  

 

[Respondents chose from the following options:  

- Personal response; 

- Response on behalf of your organisation; 

- Other.] 

 

Response on behalf of your organisation 

 

 

CHAPTER 3: HUMAN FACTORS 

 

A new role in driving automation: the “user-in-charge” 

 

Consultation Question 1 (Paragraphs 3.24 - 3.43): 

 

Do you agree that: 

 

(1) All vehicles which "drive themselves" within the meaning of the Automated and 

Electric Vehicles Act 2018 should have a user-in-charge in a position to operate the 



controls, unless the vehicle is specifically authorised as able to function safely 

without one?  

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

 

(2) The user-in-charge:  

(a) must be qualified and fit to drive;  

(b) would not be a driver for purposes of civil and criminal law while the 

automated driving system is engaged; but 

(c) would assume the responsibilities of a driver after confirming that they are 

taking over the controls, subject to the exception in (3) below? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

 

(3) If the user-in-charge takes control to mitigate a risk of accident caused by the 

automated driving system, the vehicle should still be considered to be driving itself 

if the user-in-charge fails to prevent the accident. 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

The answer to this question will likely develop depending on scenarios that take 

place in the real world.  

Were it to be established that the system had failed and was therefore about to 

cause an accident, we would agree that any mitigating actions on behalf of the 

user-in-charge would not remove the blame from the Automated Driving System 

(ADS). This can only be possible if it can be established that an accident was 

about to take place. It will be imperative that full and thorough data surrounding 

an accident, including system errors or defects present, are made available to 

insurers upon request, in order to establish negligence. However, if in practice 

the data held by Automated Vehicles (AVs) is insufficient in establishing if an 

accident caused by the AV was imminent, and likely in any event, consideration 

should be given to the use of recording equipment, similarly to the current use of 

dash-cams, which can be coupled with data distinguishing at which point a user-

in-charge intervened. Such information should allow accurate determination of 

whether an accident was imminent.  

Consideration should be given to how the burden of proof would operate in the 

circumstance where it is unclear from the in-vehicle data, and any other evidence, 

whether an accident was imminent and was not identified by the ADS. 

Additionally, the Law Commission would also need to consider scenarios where 

an accident still occurs, despite mitigation attempts, but is made more severe by 

the user’s intervention.  



Our early reference to issues surrounding data are mirrored throughout this 

consultation response. It is of the utmost importance that an agreement with 

insurers is reached to ensure that in-vehicle data is provided to them in a usable 

format, following an incident, to ensure that consumers receive speedy and 

appropriate redress. We recommend exploring the possibility of a statutory 

requirement to collect, hold and transfer such data. 

Our members understand and support the concept of a clear handover process 

from AV to operator in certain unplanned circumstances, which would entail the 

car to achieve a minimal risk condition and bring the user-in-charge to a safe 

harbour before a handover is made. We also agree that liability would naturally 

follow that handover from AV to operator. However, it has been suggested that 

in order to assist an intervention to prevent an accident, separate from the more 

foreseen orderly hand-over, the AV should have a function option of an 

emergency/safety button or equivalent for emergency situations. Such a function 

would lead to a driver taking over a moving vehicle at short notice to guarantee 

road safety where the ADS seems to become deficient/non-responsive, e.g. non-

responsive to an oncoming ambulance or confused in a mixed driving 

environment. It has been proposed that there should be an operational optional 

function to allow the user-in-charge to force the car to come to a stop/make a 

manoeuvre. In this scenario we would agree with the Law Commission proposal 

and exception that in principle, the driver in such a situation should not be liable 

were it to be established that an accident was imminent.  

One member has suggested that, although out of the scope of this paper, the 

Law Commission should give future consideration of other scenarios which would 

technically require a form of user-in-charge at Level 5: 

• Where the user-in-charge is responsible for more than one vehicle (for instance 

where there is a convoy of automated trucks linked by Wi-Fi and the ‘user-in-

charge’ is sitting in the front vehicle); and 

• Where the user-in-charge is not in any vehicle (for instance in an operational 

control centre). 

 

Consultation Question 2 (Paragraph 3.45): 

 

We seek views on whether the label “user-in-charge” conveys its intended meaning. 

 

We would argue that the phrase is not clear enough when comparing the responsibilities 

of the 'user-in-charge' and the 'fallback-ready user'. This is in spite of the fact that the 

users can be distinguished by the level of vehicle they are using. 

We think that clearer terms than ‘user-in-charge’ and ‘fallback-ready user’ are required. 

It is imperative that either user is entirely clear as to their responsibilities when utilising 

an AV. 

 

Consultation Question 3 (Paragraphs 3.47 - 3.57): 

 

We seek views on whether it should be a criminal offence for a user-in-charge who is 

subjectively aware of a risk of serious injury to fail to take reasonable steps to avert that 

risk.     

  

[Respondents chose from the following options: 

- Yes, it should be a criminal offence; 



- No, it should not be a criminal offence; 

- Other.] 

 

No, it should not be a criminal offence 

 

A user-in-charge has the option to undertake secondary activities whilst the ADS is in 

control, it would be impossible to ascertain whether the user-in charge was subjectively 

aware of a risk of serious injury in almost every circumstance. We think this issue is 

compounded by research analysing the length of time it would take the user-in-charge 

to take control of the vehicle. Furthermore, we would support the idea that any 

suggestion that a human should monitor the operation of a system that is upheld as 

being fully automated, and not in need of any emergency human intervention, could 

reduce the onus on the system providers in supplying the highest quality systems 

possible. 

Additionally, if it were to be a criminal offence, there would likely be significant difficulties 

around the burden of proof in respect of establishing that the user-in-charge omitted to 

act.  

Our answer to this question would differ were the fallback-ready user to take the same 

inaction. We firmly believe and recommend that the fallback-ready user should be 

required to monitor the driving environment at all times. This is discussed further in our 

response to Consultation Question 6. 

 

When would a user-in-charge not be necessary? 

 

Consultation Question 4 (Paragraphs 3.59 - 3.77): 

 

We seek views on how automated driving systems can operate safely and effectively in 

the absence of a user-in-charge.   

 

In order for fully AVs to be allowed to operate without a user-in-charge, we believe that 

a significant period without loss or without a present user-in-charge being called upon, 

would earn accreditation to allow such operation for an ADS. Any loss following the 

award of such accreditation, in which it was proven that the loss was caused by a failure 

or error in the ADS, would revoke such licence until the system was again accredited 

as safe to operate without the user-in-charge.       

 

Consultation Question 5 (Paragraphs 3.59 - 3.77): 

 

Do you agree that powers should be made available to approve automated vehicles as 

able to operate without a user-in-charge? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

Please see our answer to Consultation Question 4.  



 

When should secondary activities be permitted? 

 

Consultation Question 6 (Paragraphs 3.80 - 3.96):  

 

Under what circumstances should a driver be permitted to undertake secondary 

activities when an automated driving system is engaged? 

 

The user-in-charge should be permitted to undertake secondary activities whilst the 

ADS is engaged. 

We firmly believe that Level 3 AVs should entail the 'fallback-ready-user' being legally 

required to monitor the driving environment at all times.  It is not reasonable to expect 

that a 'fallback-ready user' who is not monitoring the driving environment will always be 

capable of taking control of the vehicle 'possibly within seconds and possibly in 

circumstances of imminent danger'. This creates further complexities regarding 

potential liability of the fallback-ready user were they to take control of the vehicle during 

the period of time that they are unlikely to have fully engaged with the driving task, at 

the request of the AV.  

As referenced in the consultation document, the user would need to be sufficiently alert 

to gain an immediate awareness of the environment. This simply does not align with the 

possibility of the user to ‘not be expected to monitor the driving environment’ and we 

fundamentally disagree with this approach.   

It is our members' opinion that Level 3 systems pose the greatest safety threat when 

moving toward an autonomous fleet, with this issue being exacerbated by the possibility 

that the fallback-ready user may not need to monitor the driving environment at all times. 

This is enforced by the decision of some manufactures to disregard Level 3 systems 

entirely.  

In respect of Level 4 vehicles, our members suggest that an operator must be constantly 

aware of their changing roles and responsibilities with information provided in general 

terms (through product information material); prior to embarking on a journey (e.g. 

through the human-machine interface); and when their status changes mid-journey 

where possible. 

More broadly, we propose that secondary activities for a user-in-charge should be 

limited to actions which would require the user-in-charge to remain in the driver’s seat 

to enable the user-in-charge to be able to react when necessary. We suggest that 

secondary activities such as sitting/sleeping in the backseat should be prohibited. We 

seek further clarification as to what would constitute secondary activities for a user-in-

charge/operator and advocate that such activities would need to be very clear without 

room for interpretation. 

 

Consultation Question 7 (Paragraphs 3.80 - 3.96): 

 

Conditionally automated driving systems require a human driver to act as a fallback 

when the automated driving system is engaged. If such systems are authorised at an 

international level:  

 

(1) should the fallback be permitted to undertake other activities? 

 

[Respondents chose from the following options: Yes; No; Other.] 

 



No 

 

As per our response to Consultation Question 6 above, we do not believe 

fallback-ready users should be allowed to undertake any secondary activities 

when they are required to monitor the roads and expected to intervene quickly. 

 

(2) if so, what should those activities be? 

 

N/A  

 

CHAPTER 4: REGULATING VEHICLE STANDARDS PRE-PLACEMENT 

 

A new safety assurance scheme 

 

Consultation Question 8 (Paragraphs 4.102 - 4.104): 

 

Do you agree that: 

 

(1) a new safety assurance scheme should be established to authorise 

automated driving systems which are installed:  

(a) as modifications to registered vehicles; or 

(b) in vehicles manufactured in limited numbers (a "small series")?  

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

We agree that a new safety assurance scheme will need to be established to 

authorise ADSs which are installed. Additionally, we firmly agree with the 

proposal to ensure that a vehicle cannot be modified to include an ADS unless 

that system has been authorised at either national or international level. 

 

(2) unauthorised automated driving systems should be prohibited? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

However, we would suggest that unauthorised ADSs should be allowed for the 

use of trials and testing AVs in controlled, non-public environments, as is the case 

today. 

 

(3) the safety assurance agency should also have powers to make special vehicle 

orders for highly automated vehicles, so as to authorise design changes which 

would otherwise breach construction and use regulations?   

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 



 

Consultation Question 9 (Paragraphs 4.107 - 4.109):  

 

Do you agree that every automated driving system (ADS) should be backed by an entity 

(ADSE) which takes responsibility for the safety of the system?   

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

It is key that liability can be established in the event of a failure in an ADS, therefore it 

seems appropriate that a system should be backed by an approved ADSE, whether or 

not this ADSE is in fact the vehicle manufacturer. This proposal would not work 

effectively if the ADSE did not have adequate financial provision in place in the event 

that they were deemed liable for an (in)action that brought rise to a loss. Such financial 

provision could include the purchase of an insurance policy. Consideration should be 

given to how it could be ensured that an ADSE is appropriately capitalised and we have 

discussed this issue further in Consultation Question 17.       

 

Consultation Question 10 (Paragraphs 4.112 - 4.117): 

 

We seek views on how far should a new safety assurance system be based on 

accrediting the developers’ own systems, and how far should it involve third party 

testing. 

 

We believe that it would be preferable for a new safety assurance system to be based 

on a mix of both accreditation of a developer’s own system and, equally, third party 

testing.  

It will be important to consider how this process will operate in respect of updates to 

ADSs (including electronic maps, changes to highway code etc.), whether over-the-air 

or otherwise, as it may not be practical for a third-party to test an ADS every time it is 

updated. It may be necessary to distinguish at this point between safety critical and 

other forms of update.  

In respect of ADSs and any following updates it is imperative that a minimum level of 

security is in place to mitigate any potential threats to the integrity of the infrastructure. 

We have discussed potential systemic cyber exposures arising out of the use of AVs in 

our response to Consultation Question 46. 

 

Consultation Question 11 (Paragraphs 4.118 - 4.122): 

 

We seek views on how the safety assurance scheme could best work with local 

agencies to ensure that is sensitive to local conditions. 

 

It will be necessary for local agencies to be able to work with the new safety assurance 

scheme. In the context of ADSs, it should be maintained that local highway authorities 

have wide powers to prohibit, restrict or regulate the use of a given road by traffic or 

class of traffic. Additionally, with the right infrastructure in place, we would agree that 

testing could be undertaken to establish whether local agencies could restrict AVs to a 

given road; or by contrast, to restrict all vehicles other than AVs to dedicated lanes. 



 

CHAPTER 5: REGULATING SAFETY ON THE ROADS 

 

A new organisational structure? 

 

Consultation Question 12 (Paragraphs 5.30 - 5.32): 

 

If there is to be a new safety assurance scheme to authorise automated driving systems 

before they are allowed onto the roads, should the agency also have responsibilities for 

safety of these systems following deployment?  

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

It is imperative that messaging and instruction in respect of AVs is concise and 

transparent to support the adoption of the technology. Therefore, it would be 

appropriate for the agency responsible for the safety assurance scheme to take on the 

responsibilities detailed below, whether or not these are eventually delegated to other 

agencies. 

 

If so, should the organisation have responsibilities for:  

(1) regulating consumer and marketing materials?  

(2) market surveillance? 

(3) roadworthiness tests? 

 

[Answers chosen from list of options above:] 

 

(1) regulating consumer and marketing materials. 

(2) market surveillance. 

(3) roadworthiness tests. 

 

(1) - We are of the opinion that misconceptions around the capabilities of an AV, 

regardless of the SAE level of that vehicle, present a fundamental risk area. This issue 

is twofold, firstly, a user of an AV who perceives that the vehicle is capable of more than 

it is, increases the probability of that individual wrongly disengaging from the driving 

task. Upon an event where the ‘fallback-ready user’ is required to take control of a Level 

3 vehicle, they are unlikely to be able to so. It is considered that this would likely increase 

the frequency of incidents occurring on public roads, contrary to the key aim of 

introducing AVs. The issue is further exacerbated by the fact that any individual utilising 

Level 3 AV technology for a significant period without being required to intervene, would 

likely gain a false sense of security, ultimately leading to misuse of the technology. 

Secondly, a ‘fallback-ready user’ who wrongly considers themselves as a ‘user in 

charge’ and therefore able to disengage entirely from the driving process would be a 

key concern. This further demonstrates the need for absolute clarity regarding the terms 

‘fallback-ready user’ and ‘user in charge’, as previously stated within our response to 

Question 2, given that such terms will define how users of AVs perceive their 

responsibilities. It also highlights the need for careful thought into how the 

responsibilities of different types of user and capabilities of AVs are publicised to 

potential users.  



(2) - Centrally-held information regarding AV systems, including any changes to the 

capabilities of such systems, must be held in the Secretary of State’s list under the 

Automated and Electric Vehicles Act 2018. This will be imperative in supporting 

insurers’ monitoring of system capabilities which in turn will be utilised in the risk 

assessment process.  

(3) - We do not believe that we are best placed to answer this question and would defer 

to the proposed new safety agency when established. 

 

We seek views on whether the agency’s responsibilities in these three areas should 

extend to advanced driver assistance systems.  

 

[Respondents chose from the following options: 

- Yes, extend to advanced driver assistance systems; 

- No, do not extend to advanced driver assistance systems; 

- Other.] 

 

Yes, extend to advanced driver assistance systems 

 

We do not have a strong opinion on this matter, though logically it may be appropriate 

for all autonomous technologies to be overseen by the same authority. 

 

Driver training 

 

Consultation Question 13 (Paragraphs 5.54 - 5.55): 

 

Is there a need to provide drivers with additional training on advanced driver assistance 

systems?  

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

We believe that it would be appropriate for vehicle manufacturers / system developers 

to take primary responsibility for this task.  

It may be possible to extend the vehicle registration process to include an online test 

upon registering with the DVLA. This would also operate in respect of the second-hand 

vehicle market.  

When there are a substantial number of AVs in use on UK roads, it would be appropriate 

to include questions regarding AVs, such as relating to the responsibilities of user types 

and SAE levels, in a DVLA Driving Theory Test. 

 

If so, can this be met on a voluntary basis, through incentives offered by insurers? 

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Other 

 

We are not best placed to answer this question. The UK motor (re)insurance market is 

highly competitive and decisions regarding pricing will be at the discretion of individual 

companies. 



 

Accident investigation 

 

Consultation Question 14 (Paragraphs 5.58 - 5.71): 

 

We seek views on how accidents involving driving automation should be investigated.  

 

A key aspect of investigating incidents involving driving automation will be the use of in-

vehicle data. We have provided thoughts on this matter within our response to 

Consultation Question 6 and throughout this consultation response. 

 

We seek views on whether an Accident Investigation Branch should investigate high 

profile accidents involving automated vehicles? Alternatively, should specialist 

expertise be provided to police forces. 

 

We would support the development of an Accident Investigation Branch with a similar 

purpose to that of the Air Accident, Marine Accident and Rail Accident Investigation 

Branches. Were investigations to be undertaken by a single body, this could be a useful 

source of information in preventing future incidents. 

 

Setting and monitoring a safety standard 

 

Consultation Question 15 (Paragraphs 5.78 - 5.85): 

 

(1) Do you agree that the new safety agency should monitor the accident rate of 

highly automated vehicles which drive themselves, compared with human 

drivers? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

Such information would be useful in publicising the benefits of AVs, in turn 

increasing demand for such vehicles and unlocking their capabilities. 

Additionally, it would provide a useful tool for all entities with an interest in AVs, 

including (re)insurers that could utilise the information in the (re)insurance 

process. To ensure the accuracy of this information, focus must be given to the 

accident investigation process, which includes the use of in-vehicle data.  

It may be possible to collect and present such data as part of the Department for 

Transport’s Stats19. 

 

(2) We seek views on whether there is also a need to monitor the accident rates 

of advanced driver assistance systems. 

 

[Respondents chose from the following options:  

- Yes, monitor advanced driver assistance system accident rates; 

- No, do not monitor advanced driver assistance system accident rates; 

- Other.] 

 

Yes, monitor advanced driver assistance system accident rates 



 

The (re)insurance industry would welcome the availability of data regarding 

accidents involving driver assistance systems. 

 

The technical challenges of monitoring accident rates 

 

Consultation Question 16 (Paragraphs 5.86 - 5.97): 

 

(1) What are the challenges of comparing the accident rates of automated driving 

systems with that of human drivers? 

 

Level 4 vehicles will likely be utilised in specific domains ahead of the widespread 

take-up of Level 5 vehicles. Those domains will probably be motorways and 

within city centres which typically have lower accident rates than, for example, 

rural areas. Therefore, at least initially, it may be necessary to compare any 

results in specific zones or by road type. 

 

(2) Are existing sources of data sufficient to allow meaningful comparisons? 

Alternatively, are new obligations to report accidents needed? 

 

The following types of in-vehicle data will need to be accessible following an 

incident involving an AV in order to distinguish liability and ensure the rapid 

settlement of claims (please note that this list may not be exhaustive): 

- time and location of event; 

- status of ADS (engaged or unengaged); 

- details of actions taking by ‘user-in-charge’ or ‘fallback-ready user’; 

- details of any recent handovers; 

- speed of vehicle prior to and at collision; and 

- camera footage. 

IUA would support a statutory requirement to collect, hold and transfer such data 

for the reasons outlined throughout this consultation response. Additionally, we 

recommend the use of systems similar to currently utilised ‘crash alert’ 

notifications within AVs to relay details of any accident involving the AV. Not only 

will this allow emergency services to attend the scene of accidents deemed to be 

of a severe nature and likely resulting in injury or death incredibly quickly, it will 

support in-depth monitoring of the road network and AVs in use. Such automatic 

systems could also be utilised to trigger in-vehicle data around the time of an 

accident to be held and potentially transferred. 

 

CHAPTER 6: CIVIL LIABILITY 

 

Is there a need for further review? 

 

Consultation Question 17 (Paragraphs 6.13 - 6.59): 

 

We seek views on whether there is a need for further guidance or clarification on Part 

1 of Automated and Electric Vehicles Act 2018 in the following areas:  

 

(1) Are sections 3(1) and 6(3) on contributory negligence sufficiently clear?  

 



[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

Whilst the intention of Section 3(1) is sufficiently clear and the paragraph’s intent 

is supported by members, it has been recommended that it would be clearer to 

not refer to the 1945 Act and simply insert the relevant language into the 2018 

Act. For example “the amount of the liability is subject to whatever reduction the 

court thinks just and equitable having regard to the injured party’s share in the 

responsibility of damage”. 

Section 6(3) in conjunction with 3(1) is not specifically clear and seems to inject 

uncertainty as to what “would apply to a claim in respect of the accident brought 

by the inured party against a person other than the insurer or vehicle owner” 

means. It has been questioned whether 3(1) then means there needs to be 

another party at fault. Section 3 (1) seems clearer without the addition of section 

6(3) as it seems to have been drafted to take account of the 1945 Act’s language 

around “fault”.  

However, we agree with the suggestion within the opinion provided by the Law 

Commission stating that the courts should not treat the issue as if a human driver 

has been involved, this is in light of the example provided within 6.37 of the 

consultation document.  

With any piece of new legislation and particularly one concerning a developing 

technology, we would recommend the ongoing review of that legislation. As 

information relating to incidents involving AVs emerges, their use grows and 

potential vulnerabilities and risk areas emerge, it is imperative to ensure that any 

relevant legislation remains appropriate.  

By way of background, the IUA responded on behalf of its members to the 

Government’s 2015 Pathway to Driverless Cars Consultation. In our response, 

we provided support for the approach subsequently taken within the Automated 

and Electric Vehicles Act 2018 in making the motor insurer responsible, in the 

first instance, for the payment of a claim where the cause of the event was an 

AV. We determined that this would be the simplest way of accommodating AVs 

within the insurance framework, incurring the least amount of changes to current 

practices, whilst ensuring that victims of collisions are indemnified without undue 

delay. We maintain our support for the approach taken within the Act.  

In our previous consultation response, our members also stated that a right of 

subrogation in statute against the manufacturer of the ADS would be imperative. 

We also suggested that consideration should be given to whether or not there 

should be minimum product liability limits purchased by manufacturers. We 

understand that there may be circumstances whereby a gap in coverage exists 

due to the limits within a motor policy exceeding those of a product liability policy 

of a manufacturer. However, further thought is required to ensure that 

manufacturers are adequately capitalised and potentially insured to pay for 

liabilities that they may incur throughout their business process.  

Our members felt that the situation must be avoided whereby the motor insurer 

or the MIB, whilst not liable, picks up the exposure value of an award over and 

above the limit of liability provided under the product liability policy. 

 

(2) Do you agree that the issue of causation can be left to the courts, or is there 

a need for guidance on the meaning of causation in section 2?   



 

[Respondents chose from the following options:  

- Leave to courts;  

- Need for guidance;  

- Other.] 

 

Need for guidance 

 

We follow the reasoning within the consultation paper and would support the 

issuance of guidance. 

 

(3) Do any potential problems arise from the need to retain data to deal with 

insurance claims? If so: 

(a) to make a claim against an automated vehicle’s insurer, should the injured 

person be required to notify the police or the insurer about the alleged 

incident within a set period, so that data can be preserved?  

(b) how long should that period be? 

 

As previously stated in our response to Consultation Question 16(2) we would 

strongly support a requirement for data from the period of an accident to be 

automatically retained for consideration by insurers should a claim arise. In these 

instances it would be appropriate for data to be held until a claim has been 

brought and settled, or longer in the event that the injured party is a child.  

It is understood that any crash notification system may not be triggered in the 

event of a low impact incident or where the vehicle itself has not suffered any 

impact. In such scenarios, where it is believed that the incident has been caused 

or contributed to by the ADS, consideration should be given to whether injured 

parties should be required to notify insurers within a set time frame and, if 

implemented, the consequences of not meeting such a requirement. 

Imperatively, innocent victims of accidents involving an ADS (including potentially 

the user-in-charge) should not be penalised due to insufficient data being 

available to determine whether the ADS caused or contributed to the accident. 

Therefore, it may be necessary for in-vehicle data to be held for an extended 

period to ensure that liability is correctly apportioned upon a claim eventually 

being presented. As a general point of principle, we believe that a claim should 

only be brought following a notification by an insured or a third party, rather than 

being automatically generated by a crash notification system. Such a crash 

notification should simply prompt a record of the data surrounding the accident 

to be held.  

However, during the period in which a mixed fleet exists, we believe there could 

be multiple scenarios where obtaining data or identifying vehicles involved could 

prove difficult. For example, we considered the scenario whereby a user-in-

charge is not monitoring the driving environment and an accident occurs due to 

the AV going through a red light, but where the vehicle did not alter its ‘normal 

driving’ and did not suffer any impact. An innocent third party driver may have 

swerved and collided with another vehicle and may have no method to establish 

any information about the vehicle which had caused the crash, including if it was 

automated. For this reason, it may be reasonable for in-vehicle data to be 

continually held for an extended ‘buffer period’, as mentioned above, to 

potentially be determined by the proposed new safety assurance agency, during 



which time it could be expected that a vehicle involved in an incident could be 

located by the police / Accident Investigation Branch.    

More generally, we anticipate that an ADS will be capable of self-reporting system 

errors, defects or any other issues affecting road worthiness and will bring such 

to the attention of the owner, manufacturer and insurer. 

 

Civil liability of manufacturers and retailers: Implications 

 

Consultation Question 18 (Paragraphs 6.61 - 6.116): 

 

Is there a need to review the way in which product liability under the Consumer 

Protection Act 1987 applies to defective software installed into automated vehicles?  

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

We agree that it would be appropriate to review how product liability under the 

Consumer Protection Act 1987 applies where defective ‘over-the-air’ software is sold 

by an entity other than the vehicle manufacturer. It is envisaged that this issue may 

arise in a limited number of circumstances. If it is the Law Commission’s view that the 

vehicle is one product, it would follow that were the software to be defective, then the 

vehicle as one product would be defective. On this reasoning, the product being sold to 

the consumer is the vehicle itself and would fall within Section 2 of the Consumer 

Protection Act – “Subject to the following provision of this Part, where any damage is 

caused wholly or partly by a defect in a product, every person to whom subsection (2) 

below applies shall be liable for the damage.”  

However, if the vehicle is not viewed as one product, then product liability under the 

Consumer Protection Act 1987 may not adequately cover defective software installed 

into AVs. One member suggested that, from an underwriting perspective, it is hugely 

difficult to determine the relationship between software and hardware, and if it is either 

the supplier or the end product. The Consumer Rights Act 2015 introduced a new 

regime for ‘digital content’.  The Law Commission should consider the application of, 

interaction between, and concepts used in these statutes to AVs. 

 

Consultation Question 19 (Paragraphs 6.61 - 6.116): 

 

Do any other issues concerned with the law of product or retailer liability need to be 

addressed to ensure the safe deployment of driving automation? 

 

We understand that the European Commission is already reviewing the EU Product 

Liability Directive. This includes consideration of new technologies and software and 

how the PLD applies in respect of such.   

One member has recommended that the Law Commission consider whether the 

incorporation of defective software code into an automated vehicle, or into hardware 

retrofitted to an automated vehicle, constitutes damage. The UK liability insurance 

market frequently encounters challenges with regard to whether damage to property 

has taken place in situations where defective ingredients are incorporated into products 

– see the decision in Bacardi-Martini Beverages Ltd v Thomas Hardy Packaging [2002] 

EWCA Civ 549, the decision in Murphy v Brentwood [1991] 1 AC 398 and subsequent 



cases about ‘complex structure’ theory, and subsequent academic debate.  The answer 

impacts on what the insurance market is expected to provide cover for (pure financial 

loss or property damage) and under which class of business (casualty, which typically 

uses physical damage triggers, or professional liability, which does not). There needs 

to be a clear subrogation process for insurers to follow. 

Furthermore, it is an interesting question as to whether an AV which acts in a way which 

was unintended (from the perspective of the user, or the OEM, or the designer of the 

code) can be said to be ‘defective’ in the first place.  This issue becomes further 

complicated if the AV is capable (either alone or through connection with other AVs) of 

‘learning’ to modify its behaviour by reference to its experience in the real world – 

independent of the user, the OEM or the designer. The Law Commission’s views on 

this would be welcome. 

 
CHAPTER 7: CRIMINAL LIABILITY 

 

Offences incompatible with automated driving 

 

Consultation Question 20 (Paragraphs 7.5 - 7.11): 

 

We seek views on whether regulation 107 of the Road Vehicles (Construction and Use) 

Regulations 1986 should be amended, to exempt vehicles which are controlled by an 

authorised automated driving system. 

 

[Respondents chose from the following options: 

- Yes, amend regulation 107 in this way; 

- No, do not amend regulation 107 in this way;  

- Other.]  

 

Yes, amend regulation 107 in this way 

 

It would be necessary to amend Regulation 107 to ensure that authorised highly-ADSs 

that do not require a user-in-charge and are not controlled by a remote-control centre 

are exempt. 

 

Consultation Question 21 (Paragraphs 7.5 - 7.11): 

 

Do other offences need amendment because they are incompatible with automated 

driving?  

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Other 

 

We are not currently aware of any other issues. 

 

Offences relating to the way a vehicle is driven 

Consultation Question 22 (Paragraphs 7.14 - 7.19): 

 

Do you agree that where a vehicle is: 



(1) listed as capable of driving itself under section 1 of the Automated and Electric 

Vehicles Act 2018; and 

(2) has its automated driving system correctly engaged;  

the law should provide that the human user is not a driver for the purposes of criminal 

offences arising from the dynamic driving task? 

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

Yes, fundamentally without such comfort to users they will simply not choose to utilise 

a fully AV. 

 

Consultation Question 23 (Paragraph 7.21): 

 

Do you agree that, rather than being considered to be a driver, a user-in-charge should 

be subject to specific criminal offences? (These offences might include, for example, 

the requirement to take reasonable steps to avoid an accident, where the user-in-charge 

is subjectively aware of the risk of serious injury (as discussed in paragraphs 3.47 to 

3.57)).  

 

No, we refer to our response to Question 3. 

 

Consultation Question 24 (Paragraphs 7.23 - 7.35): 

Do you agree that: 

 

(1) a registered keeper who receives a notice of intended prosecution should be 

required to state if the vehicle was driving itself at the time and (if so) to authorise 

data to be provided to the police? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Other 

 

Whilst we agree that a registered keeper should be required to state if the vehicle 

was driving itself at the time of the incident, we believe that they may not be able 

to recall such information in every event, particularly around minor offences and 

after a significant period. However, in-vehicle data will exist to establish if the 

ADS was engaged at the moment relating to the offence and the police must 

have the authority to access this data when pertaining to an intended prosecution, 

even without the authorisation of the registered keeper. 

 

(2) where the problem appears to lie with the automated driving system (ADS) 

the police should refer the matter to the regulatory authority for investigation? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 



The proposed new safety assurance agency would be an appropriate entity to 

undertake such investigations.  

If the alleged system error / failure had the potential to cause bodily injury or 

property damage if the system is continued to be used, then use of that individual 

AV should be suspended pending investigation and confirmation that the system 

is not defective or at fault. 

 

(3) where the ADS has acted in a way which would be a criminal offence if done 

by a human driver, the regulatory authority should be able to apply a range of 

regulatory sanctions to the entity behind the ADS? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

This is paramount in ensuring that ADS manufacturers maintain the highest 

standards at all times. 

 

(4) the regulatory sanctions should include improvement notices, fines and 

suspension or withdrawal of ADS approval? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

We firmly believe that this is fundamental in ensuring the safety of AVs. 

 

Responsibilities of “users-in-charge”  

 

Consultation Question 25 (Paragraphs 7.37 - 7.45): 

 

Do you agree that where a vehicle is listed as only safe to drive itself with a user-in-

charge, it should be a criminal offence for the person able to operate the controls (“the 

user-in-charge”): 

(1) not to hold a driving licence for the vehicle; 

(2) to be disqualified from driving; 

(3) to have eyesight which fails to comply with the prescribed requirements for driving; 

(4) to hold a licence where the application included a declaration regarding a disability 

which the user knew to be false; 

(5) to be unfit to drive through drink or drugs; or 

(6) to have alcohol levels over the prescribed limits?      

 

[Answers chosen from list of options above:] 

 

(1) not to hold a driving licence for the vehicle; 

(2) to be disqualified from driving; 

(3) to have eyesight which fails to comply with the prescribed requirements for driving; 

(4) to hold a licence where the application included a declaration regarding a disability 

which the user knew to be false; 

(5) to be unfit to drive through drink or drugs; or 



(6) to have alcohol levels over the prescribed limits. 

 

Where a user-in-charge may be required to take-over the driving task, current rules 

around the ability to drive must be enforced. 

 

Consultation Question 26 (Paragraphs 7.37 - 7.45): 

 

Where a vehicle is listed as only safe to drive itself with a user-in-charge, should it be a 

criminal offence to be carried in the vehicle if there is no person able to operate the 

controls. 

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

 

Responsibilities for other offences 

 

Consultation Question 27 (Paragraphs 7.48 - 7.65): 

 

Do you agree that legislation should be amended to clarify that users-in-charge: 

(1) Are “users” for the purposes of insurance and roadworthiness offences; and 

(2) Are responsible for removing vehicles that are stopped in prohibited places, and 

would commit a criminal offence if they fail to do so? 

 

[Respondents chose from the following options: Agree; Disagree; Other.] 

 

Agree 

 

Consultation Question 28 (Paragraphs 7.59 - 7.61): 

 

We seek views on whether the offences of driving in a prohibited place should be 

extended to those who set the controls and thus require an automated vehicle to 

undertake the route. 

 

We would prefer that AVs are geo-fenced to restrict use in prohibited places. If specific 

vehicles do not include this capability and this fact is clearly stated, it should be the 

responsibility of the user were the vehicle to enter a prohibited place. 

In the interest of public safety and in light of recent motor terrorism incidents throughout 

Europe, we would recommend that geo-fencing technology be used where available. 

 

Obligations that pose challenges for automated driving systems 

 

Consultation Question 29 (Paragraphs 7.71 - 7.88): 

 

Do you agree that legislation should be amended to state that the user-in-charge is 

responsible for: 

(1) duties following an accident; 

(2) complying with the directions of a police or traffic officer; and 

(3) ensuring that children wear appropriate restraints? 



 

[Answers chosen from list of options above:] 

 

(1) duties following an accident; 

(3) ensuring that children wear appropriate restraints. 

 

(2) - We would suggest that the ADS should be responsible if it has proven under 

strenuous testing that it is capable of following police or traffic officer directions, 

including in instances where those directions conflict the rules within the ADS (for 

example mounting the pavement – please see our response to Consultation 

Question 39). However, in the event that this not proven to be possible, the user-

in-charge should be asked to take control of the vehicle. 

 

Consultation Question 30 (Paragraphs 7.71 - 7.88): 

 

In the absence of a user-in-charge, we welcome views on how the following duties might 

be complied with: 

(1) duties following an accident; 

(2) complying with the directions of a police or traffic officer; and 

(3) ensuring that children wear appropriate restraints. 

 

(1) - We would expect the ADS to have automatic notification of accidents. If the 

AV is capable of driving safely following the accident, the AV should move to the 

nearest safe point to stop, were it safe to do so. It would be anticipated that the 

owner of the AV, which could be an individual, company or government body, 

would be responsible for collecting an AV which is not roadworthy following an 

accident.   

Thought should be given to how an innocent third party would be able to 

exchange details with an AV that does not have a user-in-charge. This may be 

done using unique identification mechanisms which will allow a third party to 

contact a manufacturer / insurer.  

(2) - Thought is required with regard to directions requiring the ADS to operate 

outside of its usual parameters, as discussed in our response to Consultation 

Question 29(2). More broadly, if an AV cannot comply with the directions of a 

police or traffic officer we would question the viability of the system being in 

operation without a user-in-charge.  

(3) - There are a number of scenarios whereby issues may arise in respect of a 

child being transported alone within an AV. Therefore, we do not foresee this 

being an allowable practice, thus the responsibility will lie with the parent or 

guardian or other responsible adult, who will be accompanying the child. 

 

Consultation Question 31 (Paragraphs 7.71 - 7.88): 

 

We seek views on whether there is a need to reform the law in these areas as part of 

this review. 

 

The law would need to be reformed in light of the above, following further consideration. 



 

Aggravated offences 

 

Consultation Question 32 (Paragraphs 7.92 - 7.123): 

 

We seek views on whether there should be a new offence of causing death or serious 

injury by wrongful interference with vehicles, roads or traffic equipment, contrary to 

section 22A of the Road Traffic Act 1988, where the chain of causation involves an 

automated vehicle. 

 

[Respondents chose from the following options: 

- Yes, new offence; 

- No, no new offence; 

- Other.] 

 

Yes, new offence 

 

We agree that an offence should be created in this regard to act as a deterrent and to 

hold individuals responsible for such wrongful interference which leads to death or 

serious injury. 

 

Consultation Question 33 (Paragraphs 7.113 - 7.123): 

 

We seek views on whether the Law Commissions should review the possibility of one 

or more new corporate offences, where wrongs by a developer of automated driving 

systems result in death or serious injury. 

 

[Respondents chose from the following options: 

- Yes, review new corporate offences; 

- No, do not review new corporate offences; 

- Other.] 

 

Yes, review new corporate offences 

 

In addition to existing corporate manslaughter legislation, it would be appropriate to 

create a new offence to hold an organisation, potentially in addition to its directors, to 

account. This would be of particular relevance in the event of significant failures of an 

organisation or individual in respect of quality checking, design or generally not ensuring 

/ meeting safety standards within ADSs. 

 
CHAPTER 8: INTERFERING WITH AUTOMATED VEHICLES 

 

Consultation Question 34 (Paragraphs 8.1 - 8.58): 

 

We seek views on whether the criminal law is adequate to deter interference with 

automated vehicles. In particular: 

 

(1) Are any new criminal offences required to cover interference with automated 

vehicles?  

 



[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

There may be value in new criminal offences specifically relating to AVs that 

would act as a direct deterrent, rather than relying on existing law to do so. This 

would also ensure that there are no loopholes / gaps in offences and that the law 

relating to such offences is sufficiently robust. 

 

(2) Even if behaviours are already criminal, are there any advantages to re-enacting the 

law, so as to clearly label offences of interfering with automated vehicles? 

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

Please see our answer to Consultation Question 34 (1) above. 

 

Tampering with vehicles 

 

Consultation Question 35 (Paragraphs 8.28 - 8.31): 

 

Under section 25 of the Road Traffic Act 1988, it is an offence to tamper with a vehicle’s 

brakes “or other mechanism” without lawful authority or reasonable cause. Is it 

necessary to clarify that “other mechanism” includes sensors? 

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Other 

 

In light of the ruling whereby exposed ignition wires were deemed to be a ‘mechanism’ 

under section 25 of the RTA 1988, it would not be necessary to clarify that ‘other 

mechanism’ includes sensors. However, thought should be given to whether the phrase 

‘other mechanism’ captures all other equipment utilised in an AV, potentially including 

tampering with data held within the system. 

 

Unauthorised vehicle taking 

 

Consultation Question 36 (Paragraphs 8.32 - 8.39): 

 

In England and Wales, section 12 of the Theft Act 1968 covers “joyriding” or taking a 

conveyance without authority, but does not apply to vehicles which cannot carry a 

person. This contrasts with the law in Scotland, where the offence of taking and driving 

away without consent applies to any motor vehicle. Should section 12 of the Theft Act 

1968 be extended to any motor vehicle, even those without driving seats?  

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 



It would be appropriate to ensure a consistent approach across the UK and to update 

the Theft Act 1968 to apply to vehicles without driving seats. 

             

Causing danger to road users 

 

Consultation Question 37 (Paragraphs 8.6 - 8.12): 

 

In England and Wales, section 22A(1) of the Road Traffic Act 1988 covers a broad 

range of interference with vehicles or traffic signs in a way which is obviously 

dangerous. In Scotland, section 100 of the Roads (Scotland) Act 1984 covers depositing 

anything a road, or inscribing or affixing something on a traffic sign. However, it does 

not cover interfering with other vehicles or moving traffic signs, even if this would raise 

safety concerns. Should section 22A of the Road Traffic Act 1988 be extended to 

Scotland? 

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

It would be suitable to ensure consistency across the UK in this regard. 

 

CHAPTER 9: “MACHINE FACTORS” – ADAPTING ROAD RULES FOR ARTIFICIAL 

INTELLIGENCE DECISION-MAKING 

 

Rules and standards 

 

Consultation Question 38 (Paragraphs 9.6 - 9.27): 

 

We seek views on how regulators can best collaborate with developers to create road 

rules which are sufficiently determinate to be formulated in digital code. 

 

We are not best placed to provide feedback to this question. However, we would ask 

that road rules are applicable to AVs and human drivers alike. 

 

Should automated vehicles ever mount the pavement? 

 

Consultation Question 39 (Paragraphs 9.6 - 9.37): 

 

We seek views on whether a highly automated vehicle should be programmed so as to 

allow it to mount the pavement if necessary: 

(1) to avoid collisions; 

(2) to allow emergency vehicles to pass; 

(3) to enable traffic flow; 

(4) in any other circumstances? 

 

[Answers chosen from list of options above:] 

 

(1) to avoid collisions; 

(2) to allow emergency vehicles to pass; 

(3) to enable traffic flow; 



(4) in any other circumstances. 

 

Our members have commented that it should only be possible for an AV to mount 

the pavement in circumstances 1 - 3 as a last resort, only in the event that the 

AV can establish with absolute certainty and instantaneously that to do so will not 

risk injury or death to members of the public using the pavement. In the event 

that the vehicle’s ADS cannot determine that the pavement is clear, it should not 

be permissible to mount the pavement. Were an AV to mount a pavement and 

cause serious injury or loss of life, this would be a fundamental concern for public 

safety and likely hinder the uptake of AVs. We do not envisage that this should 

be possible without extensive testing to establish the capabilities of an ADS in 

determining that the pavement is clear and to do so instantaneously. Such testing 

could involve presenting an AV with a number of scenarios where it is required 

to react to an individual walking or running out in front of it at close distances, 

including when the pavement is clear, not clear and not able to be determined as 

clear.  

In some circumstances, an AV may be required to mount the pavement in order 

to park in marked spaces for example.  

We would also refer you to our answers to Consultation Question 29(2) and 30(2) 

concerning the directions of a police or traffic officer in this regard. 

 

Consultation Question 40 (Paragraphs 9.6 - 9.37): 

 

We seek views on whether it would be acceptable for a highly automated vehicle to be 

programmed never to mount the pavement.    

 

Please see our response to Consultation Question 39.  

 

Should highly automated vehicles ever exceed speed limits? 

 

Consultation Question 41 (Paragraphs 9.40 - 9.47): 

 

We seek views on whether there are any circumstances in which an automated driving 

system should be permitted to exceed the speed limit within current accepted 

tolerances. 

 

We believe that it should be permissible for an AV to exceed the speed limit within 

accepted tolerances only when doing so to avoid a collision or to increase the safety of 

any given situation. On the latter point, speeding up to overtake a vehicle when it is safe 

to do so rather than breaking sharply and potentially causing an accident would be an 

acceptable circumstance. This issue will require further careful consideration and 

extensive testing and should not in any event involve an AV exceeding the stated speed 

limit at the request of a user.  

We also envisage that an AV will drive defensively and below the speed limit in 

circumstances where a prudent human driver would do so. These may include, but are 

not limited to:  

a) when required to do so by law due to weather conditions;  

b) in the event of temperatures that may cause icy conditions;  

c) on roads where parked cars are present and people could emerge from behind the 

vehicles (including when passing buses at bus stops); 



d) near to places where there is a high risk of large groups of people or vulnerable 

members of the public crossing roads (e.g. near schools, care homes or hospitals);  

e) when approaching crossings;  

f) in any other scenario identified where driving at the speed limit poses an increased 

risk; and  

g) any other situation where the vehicle has limited visibility of its surroundings.     

 

Edging through pedestrians 

 

Consultation Question 42 (Paragraphs 9.49 - 9.55): 

 

We seek views on whether it would ever be acceptable for a highly automated vehicle 

to be programmed to “edge through” pedestrians, so that a pedestrian who does not 

move faces some chance of being injured. If so, what could be done to ensure that this 

is done only in appropriate circumstances? 

 

Whilst we understand the thinking behind such a proposal and current research detailed 

within the consultation document, it would not be acceptable for an AV to be 

programmed to ‘edge through’ pedestrians. 

 

Avoiding bias in the behaviour of automated driving systems 

 

Consultation Question 43 (Paragraphs 9.68 - 9.74): 

 

To reduce the risk of bias in the behaviours of automated driving systems, should there 

be audits of datasets used to train automated driving systems?   

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Yes 

 

It may be appropriate for data sets utilised to inform and develop artificial intelligence 

used in ADSs to be audited. This is due to the fact that an artificial intelligence which is 

built upon a data set which is biased will inevitably develop an inherent bias. However, 

we do not believe that ADSs should make ethical judgements. 

 

Transparency 

 

Consultation Question 44 (Paragraphs 9.76 - 9.88): 

 

We seek views on whether there should be a requirement for developers to publish their 

ethics policies (including any value allocated to human lives)? 

 

[Respondents chose from the following options: Yes; No; Other.] 

 

Other 

 

It would not be appropriate for an ADS to be capable of allocating different values to 

human lives. An ADS should simply seek to limit loss of life and serious injury in any 

circumstance that it encounters, rather than have an in-built protocol to opt to cause 



serious injury or death to one party in order to limit serious injury or death to another. 

We would also anticipate that any AV would drive in such a manner that will allow it to 

deal as effectively as possible with the majority of scenarios it encounters. 

 

Consultation Question 45 (Paragraphs 9.76 - 9.88): 

 

What other information should be made available?   

 

We recommend that thought is given to developers / manufacturers publishing the 

following information in a consumer-friendly manner: 

- Statistics relating to the number of accidents caused or contributed to by the ADS; 

- Full and detailed disclosure of the capabilities of an ADS which should include the SAE 

level of that vehicle; and 

- An extensive description of any update to an ADS including the improvements brought 

and whether the update is safety critical or not.   

 

Future work and next steps 

 

Consultation Question 46 (Paragraphs 9.91 - 9.93): 

 

Is there any other issue within our terms of reference which we should be considering 

in the course of this review?  

 

Whilst cyber risks are not within the scope of this consultation, we would welcome 

consideration of the following scenarios in respect of systemic cyber exposure arising 

out of the use of AVs (please note that this list is not exhaustive): 

1) Higher dependence on critical infrastructure and service providers, e.g. GPS, 

power supply, communication networks or live data feeds, resulting in the possibility 

that a single point of failure could bring a whole operation to a halt.  

2) An identical dysfunction: a programming mistake or an inadequate software 

update in mass-produced AVs could generate simultaneous and repeated deficiencies. 

3) One defective machine could autonomously execute the same erroneous 

activity numerous times.  

4) Malicious breach of a fleet of AVs or of an individual vehicle which could be 

controlled or damaged and cause serious injury or loss of life. Such a breach could take 

place during the product development stage or via an over-the-air update (this could 

involve producing a malicious over-the-air update to mimic a provider or by affecting an 

over-the-air update being undertaken by a manufacturer / developer). 

5) Theft, alteration, corruption or deletion of in-vehicle data. 

It is imperative to note that systemic cyber exposures are not limited to malicious activity 

and exists even in the scenario where AVs are deemed to be ‘cyber-secure’. However, 

with the growing sophistication level of hacktivists and terrorist organisations, the ability 

for any technology to be truly ‘cyber-secure’ is unlikely.  

The IUA would be happy to discuss any of the views provided within this consultation 

with the Law Commission. 

 


