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Information Sharing Protocol 
Between 

Police Service of Scotland 
and 

Faith Groups 
within the Police Service of Scotland Area 

 
Purpose 
 
The rights of offenders to worship and be involved in faith and other community 
activities must be recognised. On the other hand this needs to be balanced against 
the protection of individuals and the community in general. 
 
This protocol has been developed to facilitate the timely and compliant, two way 
exchange of information regarding offender risk and need in these circumstances, 
and to ensure that all single points of contact within Faith Groups are aware of their 
responsibilities regarding the receipt of information in order to effectively manage 
offender risk. 
 
Although this protocol centres on the disclosure of information from police and other 
official information, faith groups are expected to share any concerns that they might 
have about an offender to ensure that any risk to the faith group or to community at 
large is mitigated. 
 
Background and Legislative Framework 
 
In 2001, an Expert Panel, chaired by Lady Cosgrove, published a report entitled 
"Reducing the Risk: Improving the Response to Sex Offending’’. The Expert Panel 
highlighted the importance of sharing information. As a result the National Concordat 
on the Sharing of Information on Sex Offenders was developed and published. In 
signing the Concordat, agencies from all spectrums of the justice system, and 
statutory and non-statutory organisations involved in the management of sex 
offenders, agreed to work to a set of principles and working arrangements. This was 
intended to improve the systems and procedures to make sure that public safety is 
given the highest priority by ensuring that all relevant information is shared within the 
tenet of existing legislation. 
 
Importantly, the Concordat requires all agencies involved to use agreed definitions 
and to develop detailed information sharing protocols under which the flow of 
information is to be managed. Protocols allow each agency to be clear about, and 
address, their legal obligations for sharing of information under the Data Protection 
Act 1998 and other legislation. 
 
In 2009, the multi agency inspection report ‘Assessing and managing high risk of 
harm offenders’ Chapter 4, again reiterated the requirements for agencies to share 
information in respect of high risk of harm offenders and acknowledged the 
commitment of agencies to do so. 
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The effective management of offenders who pose a risk of harm to the community 
requires a set of complex arrangements to be put in place by a number of agencies 
to address individual needs and circumstances and, most of all, to ensure that public 
protection is maintained. 
 
Whether information should be shared and, if so, what information and to whom, 
must be decided on a case-by-case basis. That said, the presumption should be that 
in cases where there is a risk of harm to the public, information should be shared. 
Critical to the justification of information sharing are the twin requirements of 
necessity and proportionality. The necessity criterion requires that there is a 
pressing public protection/individual need. The proportionality criterion requires the 
information shared must be only that information necessary to achieve the purpose 
for which it is being shared. 
 
Within this framework, the partners to this Protocol undertake to co-operate fully 
within the parameters of the Data Protection Act 1998 and the Human Rights Act 
1998 
 
All partners recognise: 

 the importance of sharing relevant information with each other 

 that all personal data remains the property of the disclosing agency; which is 
the data controller as defined by the Data Protection Act 1998. The partner 
receiving the data will not use any information shared under this protocol for 
any purpose other than that set out in this protocol; will limit the dissemination 
of the information to those who need to know, and will not transfer it to any 
other organisation 

 that only the minimum amount of information will be disclosed; that is 
sufficient for the intended purpose. 

 
Partners 
 
The partners to this protocol are Police Service of Scotland and all Faith Groups 
who have signified their acceptance of the legal requirements, principles and 
procedures laid down in this document. 
 
Disclosure of Information 
 
The partners agree to disclose information to relevant authorities or those who are 
acting on behalf of a faith body for the purpose of the: 
 

 Protection of the Public 

 Assessment and management of offender risk in the Faith setting. 

 Assessment and management of offender need in the Faith setting. 

 Monitoring of offender risk status. 

 Reviewing offender progress 
 

Information disclosed will only be used for these purposes and information will only 
be used for the purpose for which it was requested. 
Details of information that may be shared is contained within Appendix A. 
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Aggregate data1 will be shared between the partners for the purpose of monitoring 
performance of agreements/contracts, and for the development of strategy, policy 
and procedures. 
 
Other reports or information will not be shared without the consent of the author or 
owner or MAPPA chair. 
 
The identified Faith Group Contact will ensure that access is limited to those 
employees of the agency whose work is directly related to the purpose for which the 
data is disclosed. 
 
Any disclosure of data must be agreed by the relevant data owner. Documentation 
shared between agencies should be explicitly marked to indicate ownership. 
 
Methods of sharing information will range from documentary exchange, usually by 
hand, to verbal dissemination within a minuted meeting environment. This will be 
dependant on the level of information security, which can be provided by the 
receiving faith group. 
 
Management of Information 
 
All parties to the protocol agree to abide by the terms of the Data Protection Act 
1998, in that: 

 All data shall be securely transmitted and stored. 

 All information provided shall be used for no other purposes than those 
contained within this protocol. 

 Reasonable steps will be taken to ensure that all information disclosed is 
accurate. 

 All information shall be updated as required. 

 Information supplied by the Police will not be retained beyond the period of 
police management. 

 
Protective Marking 
 

The Police Service of Scotland has adopted (or are adopting) the Government Security 

Classification Policy and information, which is sent by the Police under this agreement, 

will carry one of the following descriptors:  RESTRICTED or OFFICIAL: POLICE AND 

PARTNERS 

    

Both descriptors have the following meanings for the retention, transfer and disposal 

of information: 
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Physical Security 
 

 

Information should be protected by two security barriers; for example, 

a locked container, cupboard or filing cabinet within controlled 

surroundings 

Computers should be on a protected network, or standalone and be 

password protected 

 
Transfer of Information  
 

 
Hand delivery or post in a sealed envelope.  The envelope should be 

addressed to a named person (addressee only) and bear the 

description PRIVATE AND CONFIDENTIAL.  

E-mail can only be used if there is a secure network with end to end 

protection at a level to protect the biographical data being transferred.  

In other words unless the e-mail address includes one of the following 

– pnn. or cjsm. - e-mail cannot be used.  NHS.net may also be used. 

Other e-mail addresses will only be accepted where there is a protective 

overlay or acceptable encryption. Individual proprietary encryptors are 

viable – please check with Information Assurance before an agreement 

is reached 

Faxes MUST NOT be used. 

 

 

 
Disposal 
 

Dispose of with care using approved commercial disposal products to 

make reconstitution unlikely (currently CPNI guidance and HMG IS5). 

Elenic   Electronic data/information should be overwritten with an approved          
software utility.   

 
Breaches of Security 
 
All known or suspected breaches of security in relation to terminals and any 
information shared under this agreement - such as misuse or abuse of the system, 
misuse or abuse of information shared, unauthorised processing of data, 
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unauthorised disclosure of information, malicious software attack, denial of service 
attack - are to be reported to the respective organisations’ Information Security 
Officer, Data Protection Officer or equivalent. Once notified of a breach of security an 
investigation will take place to identify, where possible, who carried out the breach, 
what information has been compromised, whether the integrity of the system has 
been compromised etc. 
 
Where any breach of security may amount to criminal activity, this must be 
reported to Police Service of Scotland who will investigate the matter and, where 
appropriate, report the circumstances to the Procurator Fiscal. 
 
Where relevant or necessary, partner organisations are to be informed of any breach 
and provided with sufficient details which will enable them to retain assurance in the 
confidentiality, integrity and availability of the information and the processes 
supporting information exchange, and to undertake their own risk assessments. 
 
Access to Information 
 
Access to information gathered as part of any of these processes is available either 
under subject access rights, as described in the Data Protection Act 1998 (Section 
7) or the Freedom of Information (Scotland) Act 2002 (FOI). Where access is 
requested advice must be sought from the organisation’s Freedom of Information or 
Data Protection Officer. 
 
Where a request has been received and a partner holds any information that 
originated from another partner or where a partner is considering the disclosure of 
information that may impact on the provision of a service, then it is recommended 
that the originator of the information is consulted prior to any disclosure. The 
ultimate decision as to whether to disclose the information lies with the partner 
agency; however, the originator of the information should be given the opportunity to 
ensure that FOI (or Data Protection) exemptions are suitably applied. 
 
Complaints from data subjects, or their representatives, about information held by 
the partnership will be investigated first by the organisation receiving the complaint, 
although action that affects any of the signatories will not be taken without the 
consent of all relevant parties. 
 
 
Unauthorised Disclosure 
 
In relation to the provision of information the onus is on each party to the protocol to 
ensure that Confidential and Sensitive information is protected from unauthorised 
disclosure. 
 
(Sensitive information is defined in Schedule 3 of the Data Protection Act 1998). 
 
Review 
 
The Partners may review the terms of this protocol from time to time as the partners 
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agree to be necessary. 
 

Duration of this Protocol 
 
A Partner may withdraw from the Protocol on giving written notice to the relevant 
signatories to this protocol. In such event, the sensitive nature of the information that 
has been shared will be respected and any data provided by the Police or other 
public body to the Faith Group will be returned to them. 
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Signatories 
 
DECLARATION (A COPY TO BE SIGNED BY EACH PARTNER) 
 
This Protocol must be signed by the identified Faith Group Contact and/or nominated 
representative(s) of sufficient standing from the identified faith group. 
 
I agree to abide by the terms and conditions of this agreement. In doing so I 
am aware, and understand the relevant provisions of the Data Protection Act 
1998, and agree to abide by these provisions. 
 
 
Signed: 
 

(on behalf of Police Service of Scotland) 
 

Printed:  
 
Position:  
 
Date:  
 
Faith Group Contact 
 
Signed: ______________________________ 
 
Printed: ______________________________ 
 
Position ______________________________ 
 
Faith Group: ___________________________ 
 
Address: ______________________________ 
 
Date: _______________________ 
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Appendix A 
 

Details of Data to be Shared 
 

Data to be shared between Police Service of Scotland and the identified Faith Group 
Contact 

 
Type of Data 

 

 
Use of Data 

 
Personal data: 
Name and aliases 
Date of birth 
Address 
 

 
To inform identified Faith Group of offender who 
poses a risk of harm. 

 
Current and any past 
Offence that indicates the 
potential to cause harm. 
 

 
To inform of risk status of offender 

 
Nature of the harm, to 
whom and assessed 
level of risk 
 

 
To inform of details of the nature of the risk of harm 

 
Offender Manager’s 
name and contact details. 
 

 
To inform of contact details for Offender Manager. 
 

 
Details of relevant Police 
Offender Manager, 
Supervising Officer and 
Unit details 
 

 
To inform of contact details for Police Offender 
Management Unit if the relevant Offender Manager is 
unavailable. 
 

 
Details of relevant adult or 
safeguarding unit involved 
 

 
To inform of contact details 
 

 
Details of place of worship 

 
To inform of place/s of worship 
 

 
Any information from the 
Faith Group contact 
relating to the offenders 
behaviour or associations 
 

 
 
 
To inform the risk assessment process 
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Appendix B 

 
Additional Information: 
 
Legal Framework 
All agencies are aware of the requisite legislation. This guidance does not attempt to 
restate our legal obligations, but recognises that the partners must comply with the 
relevant legislation and directives. 
 
Disclosure of personal information should be the exception to a general policy of 
confidentiality. Each decision involving whether or not to disclose, should then be 
justified by the likelihood and impact of the harm that disclosure will prevent. 
 
Faith Contact Responsibility 
The Faith group must allocate a single point of contact namely a Single Point of 
Contact (SPoC) who will be of sufficient standing, and have a coordinating and 
authorising role. Secondary SPoCs may also be appointed to facilitate the timeous 
sharing of relevant information in the absence of the primary SPoC. 
 
If any faith contact becomes concerned about the behaviour of an individual, that 
concern will be notified to the Force SPoC. 
 
It is the responsibility of the single points of contact to ensure the processing of the 
personal data held is in keeping with the Data Protection Act 1998, including: 

 It is obtained, processed and disclosed fairly and lawfully. 

 It is kept securely. 

 It is processed in accordance with the rights of data subjects. 

 It is accurate, relevant and held no longer than necessary. 

 It is disclosed only for specified related purposes. 

 It is disclosed without the subject’s knowledge and/or agreement where failure 
to do 

 
The Eight Data Protection Act Principles 
 
Each agency recognises the need to comply with the eight Data Protection Act 
principles, which in summary are: 
 
First:   Personal data shall be processed fairly and lawfully. 
 
Second:  Personal data shall be obtained and used for lawful and specific 

purposes. 
 
Third:  Personal data shall be adequate, relevant and not excessive in relation 

to the purpose, which it is processed. 
 
Fourth:  Personal data shall be accurate and, where necessary, kept up-to-date. 
 
Fifth:   Personal data shall not be kept for any longer than is necessary. 
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Sixth:  Personal data shall be processed in accordance with the rights of the 

data subject under the Act. 
 
Seventh:  Measures must be undertaken to ensure personal data is kept securely. 
 
Eighth:  Personal data will not be transferred to another country outside the 

European Economic Area unless that county can ensure adequate 
protection for the rights of data subjects. 


