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Understanding your risk

As a small business, you are a prime 
target for data thieves. 

When your payment card data is 
breached, the fallout can strike quickly. 
Your customers lose trust in your ability 
to protect their personal information. 
They take their business elsewhere. 
There are potential financial penalties 
and damages from lawsuits, and your 
business may lose the ability to accept 
payment cards. A survey of 1,015 small 
and medium businesses found 60% of 
those breached close in six months. 
(NCSA)

OF BREACHES HIT 
SMALLER BUSINESSES 

LAST YEAR, UP FROM THE 
PREVIOUS YEAR’S 53%

(Verizon 2017)

COST TO UK BUSINESS 
DUE TO CYBER SECURITY 

BREACHES IN 2016
(Beaming UK)

OF SMALL BUSINESSES 
HAVE BEEN BREACHED 

IN THE PAST 12 MONTHS.
(Ponemon Institute)

50%

61%

£30 billion

39%
ONLY

OF SMALL FIRMS HAVE FORMAL 
POLICIES COVERING CYBER 

SECURITY RISKS IN 2017 
(Dept for Culture Media and Sport)
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What’s at risk?

WHAT IS PCI DSS? 

The Payment Card 
Industry Data Security 
Standard (PCI DSS) 
is a set of security 
requirements that can 
help small merchants 
to protect customer 
card data located on 
payment cards.

Small merchants 
may be familiar with 
validating their PCI 
DSS compliance via 
a Self-Assessment 
Questionnaire (SAQ).

For more information 
on PCI DSS, see the 
Resources at the end 
of this guide.

TYPES OF DATA ON A PAYMENT CARD

Chip

PAN

Cardholder 
name

Expiration date

Magnetic stripe
(Data on tracks 1 and 2)

Card security code 
(American Express)

Card security code
(All other payment brands)

YOUR CUSTOMERS’ CARD DATA IS A GOLD MINE FOR CRIMINALS. DON’T LET THIS HAPPEN TO YOU! 
Follow the actions in this guide to protect against data theft.

Examples of payment card data are the primary account number (PAN) and three or four-digit card security 
code. The red arrows below point to types of data that require protection.
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A PAYMENT SYSTEM includes 
the entire process for accepting 
card payments. Also called the 
cardholder data environment (CDE), 
your payment system may include 
a payment terminal, an electronic cash register, other devices or systems 
connected to a payment terminal (for example, Wi-Fi for connectivity or a 
PC used for inventory), and the connections out to a merchant bank. It is 
important to use only secure payment terminals and solutions to support 
your payment system. See page 21 for more information.

Understanding your payment system: Common payment terms

OR

123423487340
981230630736
034603740987
382929293846
262910304826
454900926344
153784

A PAYMENT TERMINAL is the device used to take 
customer card payments via swipe, dip, insert, tap, or 
manual entry of the card number. Point-of-sale (or POS) 
terminal, credit card machine, PDQ terminal, or EMV/chip-
enabled terminal are also names used to describe these 
devices. 

ENCRYPTION (or cryptography) makes card data 
unreadable to people without special information (called 
a key). Cryptography can be used on stored data and data 
transmitted over a network. Payment terminals that are part of a 
PCI-listed P2PE solution provide merchants the best assurance about 
the quality of the encryption. With a PCI-listed P2PE solution, card 
data is always entered directly into a PCI-approved payment terminal 
with something called “secure reading and exchange of data (SRED)” 
enabled. This approach minimizes risk to clear-text card data and 
protects merchants against payment-terminal exploits such as 
“memory scraping” malware. Any encryption that is not done within a 
PCI-listed P2PE should be discussed with your vendor.

Accepting face-to-face card payments from your customers requires special equipment. Depending on where in the world you are 
located, equipment used to take payments is called by different names. Here are the types we reference in this document and what 
they are commonly called.

A MERCHANT BANK is a bank or financial institution that 
processes credit and/or debit card payments on behalf of 
merchants. Acquirer, acquiring bank, and card or payment 
processor are also terms for this entity.

An INTEGRATED PAYMENT TERMINAL is a payment 
terminal and electronic cash register in one, meaning it 
takes payments, registers and calculates transactions, and 
prints receipts. 

An ELECTRONIC CASH REGISTER (or till) registers and 
calculates transactions, and may print out receipts, but it 
does not accept customer card payments. 
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Understanding your E-commerce Payment System

An E-COMMERCE WEBSITE houses and presents 
your business website and shopping pages to your 
customers. The website may be hosted and managed by 
you or by a third party hosting provider.

An E-COMMERCE PAYMENT SYSTEM encompasses the entire 
process for a customer to select products or services and for 
the e-commerce merchant to accept card payments, including a 
website with shopping pages and a payment page or form, other 
connected devices or systems (for example Wi-Fi or a PC used for 
inventory), and connections to the merchant bank (also called a 
payment service provider or payment gateway). Depending on 
the merchant’s e-commerce payment scenario, an e-commerce 
payment system is either wholly outsourced to a third party, 
partially managed by the merchant with support from a third party, 
or managed exclusively by the merchant. 

When you sell products or services online, you are classified as a e-commerce merchant. 
Here are some common terms you may see or hear and what they mean.

Your PAYMENT PAGE is the web page or form used to 
collect your customer’s payment card data after they 
have decided to purchase your product or services. 
Handling of card data may be 1) managed exclusively 
by the merchant using a shopping cart or payment 
application, 2) partially managed by the merchant with 
the support of a third party using a variety of methods, 
or 3) wholly outsourced to a third party. Most times, 
using a wholly outsourced third party is your the safest 
option - and it is important to make sure they are a PCI 
DSS validated third party.

Your SHOPPING PAGES are the web pages that show 
your product or services to your customers, allowing 
them to browse and select their purchase, and provide 
you with their personal and delivery details. No payment 
card data is requested or captured on these pages.

CHECKOUT

PAY NOW

CHECKOUT PAY NOW

MERCHANT
E-COMMERCE
WEBSITE

MERCHANT
SHOPPING 
PAGES

INTERNET
MERCHANT

PAYMENT
PAGE

PCI DSS COMPLIANT
THIRD-PARTY

SERVICE PROVIDER
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How is your business at risk?

How do you sell your 
goods or services? 
There are three main 
ways: 

1. A person walks 
into your shop and 
makes a purchase 
with their card. 

2. A person visits 
your website and 
pays online.

3. A person calls your 
shop and provides 
card details over 
the phone, or 
sends the details 
in the mail or via 
fax.

The more features your payment system has, the more complex it is to secure. 

Think carefully about whether you really need extra features such as Wi-Fi, remote access software, Internet-
connected cameras, or call recording systems for your business. If not properly configured and managed, each of 
these features can provide criminals with easy access to your customers’ payment card data.
If you are an e-commerce merchant, it is very important to understand how or if payment data is captured on your 
website. In most cases, using a wholly outsourced third party to capture and process payments is the safest option.

HARDER TO REDUCE RISK

COMPLEX ENVIRONMENT

EASIER TO REDUCE RISK

SIMPLE ENVIRONMENT
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Understanding your risk: Payment system types 

Use the Common Payment Systems to help you identify 
what type of payment system you use, your risk, and the 
recommended security tips as a starting point for conversations 
with your merchant bank and vendor partners.

Your security risks vary greatly depending on the complexity of your payment system, whether face-to-face or online.

TYPE RISK PROFILE

123423487340
981230630736
034603740987
382929293846
262910304826
454900926344
153784

LOWER

Dial-up payment terminal  
Payments sent via phone line1

TYPE

Dial-up payment terminal 
shows it is dialing for each 
transaction

The payment terminal is 
connected to bank by a 
dial-up telephone line 

PHONE LINE 

Paper documents 
with card data

For this scenario, risks to card data are present at  above. Risks explained on next page.

DIAL-UP PAYMENT 
TERMINAL

TYPE RISK PROFILE

Payment terminal connects to electronic cash 
register, with additional connected equipment. 
Payments sent via Internet.9 HIGHER

ELECTRONIC 
CASH REGISTER 

CAMERAS

IP PHONES

ROUTER/
FIREWALL

INTERNET

GENERAL USE 
COMPUTERS

PAYMENT TERMINAL

Card data can be 
entered on electronic 
cash register or 
payment terminal

Merchant might also use Wi-Fi 
capability in addition to wired 
networking, and/or may offer Wi-Fi for 
customer use

For this scenario, risks to card data are present at  above. Risks explained on next page.
There are many risk points here due to numerous systems connected to the Internet and to 
payment terminals. Each system has to be configured and managed properly to minimize risk. 

CHECKOUT PAY NOW

Complex payment system for in-shop purchases, with Wi-Fi, 
cameras, Internet phones, and other attached systems

Simple payment system for in-shop purchases

Complex e-commerce payment system for online shop purchases, 
with merchant managing their own website and payment page

9Data Security Essentials for Small Merchants: Guide to Safe Payments
Copyright 2018 PCI Security Standards Council, LLC. All Rights Reserved.

https://www.pcisecuritystandards.org/pdfs/Small_Merchant_Common_Payment_Systems.pdf

